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Agenda

• IT Governance Overview
• Convergence with IT Governance



Key Challenges in IT Today

• Aligning IT strategy with the business strategy
• Cascading IT strategy and goals down into the 

enterprise
• Providing organizational structures that facilitate the 

implementation of strategy and goals
• Creating constructive relationships and effective 

communications between the business and IT, and with 
external partners

• Insisting that an IT control framework be adopted and 
implemented

• Measuring IT’s performance



Board’s Concerns

• Take advantage of IT’s enabling capacity for new business models 
and changing business practices

• Balance IT’s increasing costs and information’s increasing value to 
obtain an appropriate return from IT investments

• Manage the risks of doing business in an interconnected digital 
world and the dependence on entities beyond the direct control of 
the enterprise

• Manage IT’s impact on business continuity due to increasing 
reliance on information and IT in all aspects of the enterprise

• Maintain IT’s ability to build and maintain knowledge essential to 
sustain and grow the business

• Avoid the failures of IT, increasingly impacting the enterprise’s value 
and reputation



What is IT Governance?

• IT governance is the responsibility of the board 
of directors and executive management. It is an 
integral part of enterprise governance and 
consists of the leadership and organizational 
structures and processes that ensure that the 
organization's IT sustains and extends the 
organization's strategies and objectives



IT Governance Framework



Focus Areas of IT 
Governance



IT Governance Process



Sample IT BSC Measures



IT & Businesses 
Convergence

Partner

Enabler

Supplier
Supporting 

the organization

Contributes in part to strategic 
areas of the organization

Drives or “is” the business



Governance Landscape

• Changes to landscape:
– Increased regulatory, legislative and legal pressures

• Privacy
• Safeguarding Organization Records
• Intellectual Property Rights

– Increased market awareness & expectations to 
security, privacy and governance

– Increased use/deployment of technology in business

Presenter�
Presentation Notes�
Regulatory/Legislative/Legal pressures:  Privacy Ordinance, SOX, Health Insurance Portability Accountability Act (HIPAA) 

Payment Card Industry Data Security Standard (PCI), Gramm-Leach-Bliley (GLB), BASEL II, etc�



IT Security Landscape

Web 
Defacements

Blended
Attacks

Virus/Trojans/Worms

SPAM

Phishing

ID Theft

Masses Targeted

Monetary 
Gain

Motivation
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Teenage 
Hacker

Organized
Crime

Presenter�
Presentation Notes�
Simplified Brief – Change of attacks & focus

Masses: Unconcerned who victims were

Targeted: Individuals and/or organisations�



Implications…

• Regulations/Legislation: 
– Drive need for strong governance processes

• Management Expectation:
– IT to be positioned to comply with regulations in an efficient and cost effective manner 

• Additional audits:
– expected to validate compliance with regulations, in addition to SOX (e.g., PCI, Privacy Laws 

etc)
• Controls frameworks:

– become as common as System Development frameworks 15-20 years ago.  Organizations 
should consider developing these frameworks from existing models

• IT Compliance/IT Risk Officers:
– become common place in large, heavily regulated industries 

• IT Changes:
– must simplify, standardize and then sustain their processes to manage risks and ensure 

compliance 

Presenter�
Presentation Notes�
IT & Biz – can & should no longer be treated as separate issues.  More and more closely linked

Use of the standards & frameworks to help the biz e.g. Cobit P&O, IT strategic planning critical to biz dev & growth

Getting ahead of the game will place organisations in better positions to distinct themselves from their competitors – leverage governance to increase brand.�



Common Examples

Traditional IT Responsibilities(?)
•Risk Assessments

• IT risk impacts business

•Business Continuity Plans
• BCP     DRP

•Data Classifications
• IT only custodians/guardians
• Businesses are the owners



Key Messages

• IT to sustains and extends the enterprise’s 
strategies and objectives

• IT governance is not an isolated discipline



Thank you
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