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Overview

Why professional certificate for information security?
About (ISC)? and its credentials

Number of (ISC)?2 members worldwide & in Asia-Pacific

What does this
stand for?
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What do these stand
for?
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Why a certificate for information security?

* In an era of increasingly complex global security risks, the skills and
knowledge of security professionals become central to every risk
mitigation strategy.

e The quality of security solutions depends on the abllity of security
professionals to stay up-to-date, fully trained, and to collaborate with
their fellow professionals around the world.

e Like in other industries, such as the CPA for accounting, credentials
provide employers an additional measure of confidence in the
knowledge, expertise and ethics of the professional with a credential

 Information security certifications provide organizations with the
assurance that its staff has been tested on understanding industry
best practices and possess a broad knowledge of the field as well
as sound professional judgment.
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Professional Certification — The Characteristics

 International — Accredited against some international standard that is
recognized worldwide, such as ISO standard

 Examination — Rigorous exam to assure knowledge of a taxonomy of
information security topics - CBK®

* Independent — Not product or service specific — Tests habitual
knowledge

 Endorsement — Strict endorsement and audit process to verify
candidate assertions

e Ethics — Comprehensive set of behavioral guidelines — Professional
judgment

» Experience — Practical application of the CBK is acquired through
experience

e Re-certification — Continuing education to maintain credential

e Maturity — Wide acceptance as the true measure of competency
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Presenter�
Presentation Notes�
This is what a true certification is all about.  It is…

Based on an internationally accepted CBK.

Rigorous examination to assure knowledge of the CBK.  Each question contains rationale and references.

Platform-independent with no product or service bias. Tests professional/habitual knowledge, not specialized technical knowledge.

Strict endorsement and audit process to verify candidate assertions.

Comprehensive set of behavioral guidelines.

Practical application of CBK is acquired through experience.

Continuing education and training are required to maintain credential and professional skills.

Credential should have international acceptance as a true measure of relevancy.

�


Professional Certification — The Values

...to the Enterprise

« Solutions orientation, not specialization
 Broad understanding of Taxonomy of _to the Professional
information security topics
» The rigor and regimen adds to _ _
credibility » Career differentiator
« A business and technology orientation » Confirms knowledge of a broad range
* Networking with experts globally
 Part of an elite group of professionals
 Member of an organization offering
career resources and support
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To the Enterprise - Management should have confidence that a certification is based on knowledge of current technologies and incorporated into the certification process by subject matter experts and is based on a common body of knowledge developed and maintained by an international team of professionals.



They should be confident that the certification is independent with no product or service bias. Conceptual, with professional not specialized technical knowledge. 



This then provides management with assurance that personnel have attained and will maintain high professional standards, and are capable of applying state-of-the-art technical solutions to mitigate business risks. 



Certification provides management, assurance that personnel are capable of applying state of the art technical solutions to mitigate business risk



To the Professional - LETS TALK ABOUT INDIVIDUALS

Certified personnel can expect a high demand for their services



Employers are searching for certified personnel to fill key information security management positions. (WEBSITE AND JOB POSTINGS)



Certified personnel demonstrate a fundamental understanding of the Information Security Profession.



Forums

Family



I’ll talk a little about our certification and certification process.

�


(ISC)? Certifications & Membership

(Neoj
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(ISC)? - About Us

e Established in 1989 - Non-profit consortium of industry
leaders

e Global leaders In certifying and educating information
security professionals with the CISSP® and related
concentrations, CAP“M & SSCP®

» Global standard for information security — (ISC)2 CBK®, a
a taxonomy of information security topics

e Nearly 50,000 certified professionals in 129 countries

* Produce the only global study of the information security
workforce
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Credential Offerings
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Presentation Notes�
(ISC)²’s information security certifications provide organizations with the assurance that its staff has been tested on understanding industry best practices and possess a broad knowledge of the field as well as sound professional judgment.



(ISC)²’s professional certifications are vendor-neutral and differ from vendor-specific certifications. Vendor-specific certifications are often tied to a particular technology and are awarded upon successful completion of an examination. Vendor-neutral certifications are not tied to a specific vendor or product but encompass a broad scope of knowledge. 



Note to speaker: Depending on the audience, you may have to give a full description of each certification or focus on “concentrations” and “Associate of (ISC)²”. All this information is contained in the following slides. 

Use and display our individual certification brochures.  You may also want to move the Career path slide (next to last in this deck) into the next position to support this conversation or leave it where it is as a summary.�


()
Certified Information Systems Security Professional (CISSP®)

Meant for professionals who:

» Are experienced professionals who manage and enforce
information security policies

7Y pro¥E®
 Have minimum 4 years cumulative work experience in (ISC)32 F
CISSP CBK® domains, or 3 years and either Master’s degree in @
information security or undergraduate degree ISO/IEC 17024

e Subscribe to (ISC)? Code of Ethics

» Are endorsed by another CISSP, qualified professional with
knowledge of information systems or an officer of the candidate's
corporation

e Pass a rigorous exam to assess their knowledge, skills and abilities
relevant to the (ISC)2 CISSP CBK®

e Earn 120 hours of Continuing Professional Education (CPE) every 3
years for recertification

* May pursue specialized concentrations available in several areas of
the (ISC)2 CISSP CBK
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The certification for information security  managers, the holder of a CISSP develops information security strategy, writes information security policy, manages information security and personnel and ensures security policy is complying with industry regulations. CISSP candidates are must have a minimum of 4 years cumulative experience within at least one of the ten CBK domains and pass a rigorous 6-hour multiple choice exam. 



The holder of a CISSP is expected to be equally proficient operating as a leader of technologists or presenting the business case for complex security issues to corporate management. Likely positions for those holding the certification include information security/assurance professional, CIO, CSO, risk manager, security manager and security analyst.



The holder of a CISSP must subscribe to a set of behavioral criteria regarding the conduct of their profession and is required to earn 120 hours of continuing education every 3 years in order to maintain their credential.



�


()
CISSP CBK® Domains

e Access Control

» Application Security

e Business Continuity and Disaster Recovery Planning

ISO/IEC 17024

* Cryptography

 Information Security and Risk Management

* Legal, Regulations, Compliance and Investigations
» Operations Security

* Physical (Environmental) Security

e Security Architecture and Design

* Telecommunications and Network Security
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The (ISC)² CBK for all its certifications establishes a common framework of information security terms and principles that allows information security professionals worldwide to discuss, debate and resolve matters pertaining to the profession with a common understanding. It also outlines the knowledge requirements of the profession and serves as the basis for (ISC)²’s education and certification programs. 



Each CISSP CBK domain is divided into 5 distinct sections:  

How do we secure

What do we secure

What do we use to secure

What do we use to validate security

How do we implement business oriented processes to mitigate risk









�


®CISSP Information Systems Security Architecture Professional

(ISSAP®) CBK Domains

CISSP”

Architecture
« Access Control Systems and Methodology w1

. ISONEC | 7024
e Telecommunications and Network Security

e Cryptography

e Requirements Analysis and Security Standards/Guidelines
Criteria

e Technology Related Business Continuity Planning (BCP) &
Disaster recovery Planning (DRP) & Continuity of Operations
Planning (COOP)

* Physical Security Integration
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As the security industry grows in size, complexity and specialization, employers are increasingly in search of qualified individuals who possess the specific knowledge, skills and abilities to develop policies, processes and procedures that mitigate today’s risks and anticipate tomorrow’s. CISSPs in good standing are eligible to complete any of three (ISC)² concentrations that demonstrate proven specialization and expertise in the areas of architecture, engineering and management. 

According to Certification Magazine’s December 2006 Salary Survey, those who hold the ISSAP have the highest average salary among all information security certificate holders at $114,210 annually.



The CISSP-ISSAP is ideal for advanced security architecture professionals who focus on high-level security for enterprise-wide systems and infrastructure. It is based on the more technical domains of and delves much more deeply into the sub-domains of the CISSP CBK. The CISSP-ISSAP exam contains scenario-based questions that test not only knowledge but skilled ability in a practical application of that knowledge. The CISSP-ISSAP recently became accredited under ISO/IEC/ANSI Standard 17024.�


®CISSP Information Systems Security Engineering Professional
(ISSEP®) CBK Domains

Engineering

ans!

e Systems Security Engineering A
ISO/IEC 17024

e Certification & Accreditation

e Technical Management

e U.S. Government Information Assurance (IA) Regulations
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The CISSP-ISSEP addresses the unique information security knowledge and expertise the U.S. national security community requires of its employees and contractors.  It was developed in conjunction with the National Security Agency (NSA) and based on National Institute of Standards & Technology (NIST) guidelines pertaining to the Department of Defense requirements. 



The CISSP-ISSEP is the credential for advanced information security, risk assurance or risk management professionals who demonstrates exceptional mastery of system security engineering, technical management, certification and accreditation, and information assurance regulations. 



As with other CISSP concentrations, the CISSP is a prerequisite to sitting for the ISSEP exam.  �


®CISSP Information Systems Security Management Professional
(ISSMP®) CBK Domains

CISSP*

Management

* Enterprise Security Management Practices
* Enterprise-Wide Systems Development Security
* Overseeing Compliance of Operations Security

e Understand Business Continuity Planning (BCP) & Disaster
recovery Planning (DRP) & Continuity of Operations Planning
(COOP)

e Law, Investigations, Forensics and Ethics
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The CISSP-ISSMP is designed for the advanced information security manager.  It reflects a deeper management emphasis and understanding built on the broad-based knowledge of the CISSP CBK domains. The concentration is designed for information security, risk assurance and risk management professionals who focus on enterprise-wide risk management. The CISSP-ISSMP is based on the management domains of the CBK.  Scenario-based questions test not only knowledge but skilled ability in a practical application of that knowledge.  



According to CertMag’s December 2006 Salary Survey, those people who hold the CISSP-ISSMP have the fifth-highest average salary among all information security certificate holders at $111,280 annually.

�


()
Certification and Accreditation Professional (CAPM)

Meant for professionals who:

* Formalize processes used to assess risk and established
security requirements

e Ensure information systems possess security commensurate
with the level of exposure to potential risk

* Possess at least 2 cumulative years of relevant certification and
accreditation work experience as evidenced by the
responsibilities included in the previous and current positions
held within their organization(s)

» Subscribe to the (ISC)? Code of Ethics

e Pass the CAP certification examination based on the
requirements of knowledge, skills and abilities identified

e Earn 65 hours of CPE credits every 3 years
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Presentation Notes�
The CAP is the credential for the professional involved in the certification and accreditation process in the public sector and risk management/mitigation in the private sector. Developed in accordance with guidelines set by the National Institute of Standards & Technology (NIST), the CAP recognizes the ability to follow a formal process to assess the risks and security requirements of an information system to determine if that system’s security needs are being met. �
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CAP CBK Domains
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e Understanding the Purpose of Certification

e Initiation of the System Authorization Process
e Certification Phase

e Accreditation Phase

e Continuous Monitoring Phase
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Holders of the CAP credentialed must demonstrate understanding of the purpose of certification, how to initiate system authorization process, and the various phases involved in certification and accreditation process. Common titles for professionals holding the CAP certification include information security/assurance practitioner, certification and accreditation professional. �


Systems Security Certified Practitioner (SSCP®)

Meant for professionals who: o &
0 w
) g
/A\/ \«\
e Are systems and network security administration 0 ppact
professionals (ansT}

ANS| Argmiee Progran

* Possess a minimum 1 year cumulative professional experience in ~ SO/IEC 17024
(ISC)2 SSCP CBK® domains

e Subscribe to (ISC)? Code of Ethics

e Earn 60 hours of CPE credits every 3 years
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According to a recent article in Network World, “Even if network execs have no interest in transferring into the security field, getting educated in security would be useful to a network pro’s job in many cases, and could be a requirement in some roles.”  The SSCP is an ideal mechanism to achieve that goal.



The SSCP is the primary credential for those that manage, monitor and enforce implementation of information security requirements and policies.  Common titles held by holders of the SSCP include information security/assurance practitioner, systems and network administrator, security manager, security analyst, and information security technicians.



The SSCP is designed to validate mastery of the technical implementation side of information security systems and the ability to collaborate with information security managers and executives that write policy.  It is complementary to vendor-specific certifications that validate detailed knowledge of a network system.



The SSCP requires at least one cumulative year of relevant work experience in one or more of the seven domains of the SSCP CBK.



The holders of the SSCP subscribe to a set of behavioral criteria regarding the conduct of their practice. 



Holders of the SSCP are required to earn 60 hours of continuing education every 3 years in order to maintain their credential. �


()
SSCP CBK Domains

» Access Control

e Administration

* Audit and Monitoring

* Risk, Response and Recovery
e Cryptography

e Data Communications

e Malicious Code/Malware

& \
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ISO/IEC 17024
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Access control addresses mechanisms that specify user and process access authority.



Administration addresses information security principles, policies, standards required to identify, classify and insure the confidentiality, integrity and availability of the enterprises information assets.



Audit measures the ability to determine that systems operate in accordance with accepted industry policy and within specific enterprise guidelines.  Monitoring addresses knowledge of tools to identify and report vulnerabilities.



Risk, response and recover includes role in risk analysis, emergency response, disaster recovery and business continuity planning.



Cryptography addresses the principles, means and methods to ensure data integrity, confidentiality, authenticity and non-repudiation.



Data communications addresses structures transmission methods, formats and measures used to provide integrity and confidentiality for data transmitted over private and public networks.



Malicious code/Maleware addresses principles, means and methods used by programs, applications and/or code segments to infect, abuse or impact the proper operation of the system or network.�


()
Associate of (ISC)?2

* Program to

* Provide early support for information security careers

e Set new entrants on the right path early in their careers

ASSOCIATE

e Encourage early commitment to the profession
» Accelerate the growth of professionals worldwide

e Designed for candidates who

* Pass the CISSP® or SSCP® examination
» Lack professional experience required for certification
» Are willing to subscribe to the (ISC)? Code of Ethics

* Indicates a candidate
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* Possesses an independent and objective measure of competence via understanding of the

(ISC)2 CBK®

» Aspires to adhere to the rigors and ethics of the profession through association with (ISC)?2

* Is required to complete the necessary professional experience and the subsequent
endorsement process within 5 years
* Provides access to suite of (ISC)2 career support programs

» Official (ISC)?2 communications (bi-monthly newsletter)

* Peer networking
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Presenter�
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The Associate of (ISC)² program is designed to help those who have chosen a career path in information security make a commitment to professional standards early in their careers. They might wish to become a CISSP or SSCP but lack the necessary work experience to become certified. The program, which provides a bridge from college to career, introduces Associates to the rigors and ethics of the profession.



Associate status is available to those who have gained knowledge related to the domains of the CBK through qualified academic courses. Associates of (ISC)2 must sit for and pass either the CISSP or SSCP examination, subscribe to the (ISC)² Code of Ethics and maintain their status in good standing with (ISC)². After passing the examination, Associates have five years and two years respectively to acquire the necessary work experience to qualify for full CISSP or SSCP certification. Associates gain access to many valuable (ISC)² member benefits, including networking opportunities and the (ISC)² bi-monthly member newsletter. �


)
Educational Offerings

Voted “Best Professional Training Program” by SC
Magazine in 2006 & 2007

* Providers of only (ISC)?-authorized CBK Review | e

est Professional Training Pr

Seminars for CISSP, SSCP and CAP through the
(ISC)? Institute and dozens of authorized
academic affiliates around the world

TRAA'IAIR afl o

e eLearning and instructor-led course options

e (ISC)2 Academic Program — Education affiliates

e Continuing education for (ISC)? certified members
e (ISC)? Security Leadership Series

* (ISC)2 members discounts to conferences
held by IPEvents, RSA, MISTI, CSI and many
other globally renowned providers
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To assist information security practitioners and professionals meet the ever-changing demands of their careers, (ISC)² conducts award-winning CBK Review Seminars around the world. Veteran qualified, certified information security professionals administer all educational programs. Based upon (ISC)²’s CBK, these seminars are designed to provide prospective candidates with information across all domains covered by the CISSP, SSCP and CAP and CISSP concentration exams. (ISC)² also provides free study guides on its Website for exam preparation.  



In addition, through the (ISC)² Security Leadership Series, (ISC)² offers seminars and conferences on a variety of security topics to help its members meet their continuing professional education requirements for their credentials.  Utilizing top thought leaders discussing cutting-edge topics, (ISC)² enables its members to stay abreast of the latest threats and solutions.  �


) : :
Supporting the Professional

 Annual (ISC)? Information Security
Scholarship Program — US$100,000

e Research

 Annual (ISC)? Global Information
Security Workforce Study

e Management and communication
practices (with Auburn University)

* Free materials

e (ISC)? Resource Guide for Today’s
Information Security Professional (Nej

ACADEMIC

e (ISC)? Career Guide: Decoding the PROGRAM

Information Security Profession == ﬁ
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Presentation Notes�
(ISC)²’s mission is to advance the information security profession through certification and education. In the federal space, (ISC)² is working with the DoD and the military to offer education and exam bundles and convenient test delivery. Nearly all of our credentials are ANSI accredited, giving DoD personnel many certification choices. 



We also offer $100,000 in post-graduate scholarship funds each year (this year’s deadline is April 30th – visit www.isc2.org/scholarship for more information) and materials to assist professionals at all stages of their careers. We have a growing body of research. The annual global information security workforce study depicts trends in salaries, experience, education, technologies being deployed, training areas and outlook for the profession. The global Resource Guide includes listings of conferences, publications, educational and online resources and industry associations. The career guide is useful to anyone thinking of entering the profession and offers job titles/descriptions, expected salaries, educational and certification choices and resources and more. �


( )
(ISC)? Global Membership

48,818 (ISC)2 Members Worldwide*:

* CISSP 47,945
* ISSAP 735
* ISSEP 302
* ISSMP 656

* CAP 287

« SSCP 586

e Associate of (ISC)2 610

*As of 2/28/07
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Presentation Notes�
(ISC)²’s CISSP is the most popular information security certification in the world.  A few have wondered if having so many CISSPs dilutes its significance, but the fact of the matter is the standards have become even more rigorous in recent years, exam questions are constantly vetted by top subject matter experts, and the pass/fail rate has remained steady for years.  The growing number of CISSPs is in direct correlation to the growth of the information security industry and the requirements of organizations the world over. (ISC)² works diligently to maintain the rigor of all its credentials, and thousands of candidates fail the CISSP exam every year. The annual (ISC)² Global Information Security Workforce Study (available at www.isc2.org/workforcestudy) projects the profession to grow to more than 2 million by 2010, so this number is really a small fraction of the total workforce.  CISSPs are still the elite leaders in the industry. �
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(ISC)2 Honor Roll

India

Australia

- Bl =N 0 || B

Netherlands China Germany Switzerland France South Africa

United Arab Taiwan Finland Sweden  Belgium
Emirates
100 I Saudi Arabia Ireland Brazil Mexico Italy Denmark
B 5 il
Spain Malaysia Israel New Zealand
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Last year when I addressed you we had just passed the milestone of 10 countries with more than 100 CISSPs.  In 2004:



Sweden, Ireland, Belgium, Taiwan, Saudi Arabia, United Arab Emirates, Japan all have joined the 100+ club.



The Netherlands has surpassed 200.



South Korea has surpassed 500



Hong Kong and the UK have surpassed 1,000.



What I’ve presented here tonight is a picture of an organization committed to doing the right thing, all the time.  However,�


Members Iin Asia-Pacific

As of: 14/Feb/07

China (378)

Macao (3)

Py
1-.¢
Korea, South (1,727)

Japan (720)

Hong Kong (1,315)

Philippines (59)

Thailand (75)

Indonesia (27)

¢

India (796) -
E Taiwan (209)

Sri Lanka (16) Malaysia (151)
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Asia is the fastest growth region in the world.  Fueled by translations in Japan and Korea acceptance remains very strong.�


People Are the Key

For more information about us, please visit www.isc2.org
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