5 Steps to Clean Your PC

On-going process and continuous effort are required to protect computers from cyber attacks. There
are 5 simple tasks described below, you are strongly encouraged to regularly (e.g. once every week)
perform them on computers.

Change the password

Check the firewall status

Update program patches

Update anti-virus/anti-spyware definition files
Scan your computer
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In the steps described below, we can only list out examples for a few softwares. For details of the
softwares that you are using, please consult your software provider. If you encounter any technical
problems, please call "Hong Kong Computer Emergency Response Team Coordination Centre
(HKCERT)" at 2788-5884 for assistance.
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Step 1: Change the Password

Most users have different passwords to manage their businesses, such as Windows login, webmail account
login, etc. We should change our passwords periodically. Please be reminded that passwords should not
be easily guessed, and should be avoided using the combinations of names, date of birth, telephone numbers,
etc. The appropriate combination can be mixed-case alphabetic characters, numerals and special characters.

E.g. On Windows XP, please follow the procedures below to change the password of your Windows account.
You are also reminded to regularly change the passwords of your webmail account, Internet banking account,
etc.

1. Press CTRL + ALT + DELETE |5 i

buttons at the same time, and click | - Lagon Information
Johin E., Doe is logged on as H51168-811doe.

“Change Password”.
Logon Date:  11/11/2004 1:38:47 PM

Lise the Task Manager bo close an application that is not responding,

Coees [ wo | e |

( crongepassword.. || reskmansger | Cancel |

Change Password

£
2. Type your old password and key e I yit

in your new password twice. e
Click “OK” to confirm and change | 4= ™ e

Log on to: I507 LI
the password.

w Pm'd: i (LI L]l

e Password: I ssnsnssaEn

MNew Password: j ssssssssene
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Step 2: Check the Firewall Status

Personal firewall can help to keep external parties away from your PC. Some operating systems such as
Windows XP, Vista and RedHat Linux Desktop have already been bundled with basic firewall functions.
You may also choose and install your own firewall to protect your PC against attacks.

For example, on Windows XP, please follow the procedures below to check whether the firewall is enabled.
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1. Click “Start” at the left bottom [
corner in  Windows to open

Fode Oetiors Forls  FufbuPen  Fjlallads FujluTabel  Came
Setxn Cormdl Conbh  Cortrokers

“Control Panel” and double click P @ e D Q@ 6

A il b
icon “Windows Firewall”. 2 4 & 0 8 2 9
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2. In the “WindOWS F||’ewal | ” d|alog Windows Firewall helps protect your computer by preventing unauthorized users

from gaining access to your computer through the Intemet or a network.

box, check whether the firewall is

This setting blocks all outside sources from connecting to this
If I’IO'[ CI |Ck uon (recommended)n computer, with the exception of those selected on the Bxceptions tab.
option and press “OK” button to [1Dant llaw excoptions
. Select this when you connect to public networks in less secure
enable the f| rewal I . locations, such as airports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ O Off (not recommended)

Awvoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall?

[ ok ][ cancel
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Step 3: Update Program Patches

It is quite common that application software, including Operating Systems, has bugs or vulnerable codes in it.
Application software vendors will provide patches/updates for users to download and apply to fix those bugs
or vulnerabilities.

For example, on Windows XP, you may follow the procedures below to check whether your Windows
products need patching. For other application software, there may have similar patching methods and
procedures that can be found in the application menu.

1. Make sure the computer s Eecesed
connected to Internet, type in URL
“http://update.microsoft.com/” in
the browser. Click “Express” to .
check for required patches.

2. After your system is analyzed, you fes

can click “Install Updates” to
download and install the required | -
patches.

Sometimes it may require a
system reboot after application of

updates.
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Step 4: Update Anti-virus/Anti-spyware Definition Files

In order to give your computer the most protection, you need to use the latest definition files for the installed
anti-virus/anti-spyware software. Most anti-virus and anti-spyware software are equipped with automatic
definition updating feature. When you switch on your PC, the software will automatically check for
updates and download them. Alternatively, you may also manually download and update the definition
files from the Internet.

For AVG Anti-Virus Free Edition, you may follow the procedures below to update definition files. Other
anti-virus or anti-spyware software also provide similar method for definition updates.

1. Make sure the computer is
connected to Internet, double-click %

W *@Eﬂ'ﬁ.%@ 2304

the icon of AVG anti-virus =i

program at the system tray at
bottom right corner of your screen.

FEr LR
Bl Composents Higory Jeok el
You are protocted.

; iﬁnng—Gﬁms [ﬂ 0 ety fogtures g workng comecty ad e up 1o dite.

Fuve Editin

Secwily components and slalus overview

i e ” 53 Crine Qe joii Anli-S E-mail Scansor
2. Click “Update now” to check for il i o G

the latest definition file. It will |
connect to the vendor’s signature
Server.

Description of selected component
ARRuS DrORSTtS YOur Compaker From vinubsd, wirts snd trojand,
Aei s o a0
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HKCERT

;v %
3. If there are newer definition files, AVG D Toe i podiiel.
. . . Anti-Virus V] oy oy
it will show the version and the i
k Updating progiess
size. Click  “Update” to

download and update definition

files.
You will be notified if the latest
definition files are already applied.

update

The update containg the Folowang components:
* Virus datiabana {version: | 754}

Total m: 4148

Mare nformation st thes uedate:

@ =)

LI_ AVG Auti-Virw Free - L-_ﬂﬁ]

o T T T
You are protected.

leah E/J Al socurty fogtures e workng corectly and e up 1o dite.

| Updating progress

( o Update was finished successhully. ]

definition files to detect and clean
virus or malicious codes.
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Step 5:  Scan your Computer

To protect your PC effectively, you need to scan it regularly at least once a week (apart from
real-time scanning) so as to prevent it from virus and malicious codes infection.

configure scheduled full scan on your PC, e.g. every Monday at lunch hour.

protection.

For example, in AVG Anti-virus Free, you may follow the procedures below to scan your PC, other anti-virus

or anti-spyware software also provide similar capabilities for selections.

1. At the system tray at bottom right

corner of the screen, double-click%
the icon of AVG anti-virus ==

program.

“Computer scanner”.

. At the AVG user interface, click

B2 *@Eﬂﬂ 2@ 204

On the other hand,
you can also manually scan your PC to check if there is any virus or malicious code.
you should make sure the latest definition files have been applied for an effective scanning and

FEr
|k Conposns Higery Took ielp
| You are protected.

I aﬁnn‘t:—G Ld A sucury fuatures are working comectly and are up 10 dte.

Fuve Editin

Secwily components and slalus overview
i Overvew

| Kbt poi ¥ Asti-Spy . Eomail Scansor
L, Computer scannar w B etive [ actiee U, 0 active

Description of selecied component
ARRuS DrORSTtS YOur Compaker From vinubsd, wirts snd trojand,
Aei s o 5t
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HKCERT

50 A virw Fne mE <)
Bl Conpomnts Hikay Took el ' ]

You are protected.

‘ ,W\'ﬂﬂs E/J &l spcuty foatures ane working comectly and ane up 1o date.
3. You may choose to scan the whole

Scan for thicats

__________ = anE Sean spacific files or foldars

computer, specific files or folders. ‘ '

It is advised to perform a whole‘ o
computer scan regularly in order
to check thoroughly if there is any |
virus or malicious code.
Add wan xhedale ] | i':'! .lm.u Bad e | 1 [l 1 . .(.l.:!':.i- |
s Jl Forw Vs Vaudt J
I T — iSET=)
| EM Congosnts Hibey Isok Helo |
Yo are protocted.
AVG E/J ‘
A ,W\'ﬂﬂs &l spcuty foatures ane working comectly and ane up 1o date.
4. The scanning process may take g
Scan i runming
several minutes or even hours,‘ (5 R icten
depending on the number and size‘ oS e
of files. You may run the scan| = -
during lunchtime or when the
computer is idle. Bt Sty o
c;}:m’:n';-“ cnmﬂ»nmmnwd
| 1 Auomat scan i| Pam Jl Camel |
I T — iSET=)
| EM Congosnts Hibey Isok Helo |
Yo are protocted.
AVG E/J ‘
i . ,W\'ﬂﬂs &l spcuty foatures ane working comectly and ane up 1o date.
5. After the scan is finished, scan e
Scan resullz
results will be shown. If there is‘ ) Sy ot
any virus or malicious code‘ 5 e i :
& Tppwae sl o
detected, you should clean them at | S ;
once and re-run a computer scan | 5w _y
Sean frmhed: Wecdrmudlyy, 79 Octobew, 2008, 511113 ($ eacond(e])
to ensure the PC is clean. | s B
‘ : B The scan is complote, |ﬁ}

- End -
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