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About HKCS

Founded in 1970 as a Professional Institution for the field of
Information technology

providing service and support to the IT community, including
Individual practitioners, employers of IT staff and the general
public.
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HKCS Mission

To accelerate the understanding, adoption, use
and widespread acceptance of Information
Technology (IT) through educational programs,
advocacy, industry relations and by bringing
together, in an open forum, leading users and
technologists from both the public and private
sectors
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Specialist Groups

Information Security Specialist Group (I1SSG)

Database Specialist Group (DBSG)

e-Business Specialist Group (eBizSG)

Software Quality and Software Process (HKSPIN)
Internet & Networking Specialist Group (INSG)

Linux Specialist Group (LINnuxSG)

Multimedia Specialist Group (MMSG)

eXtensible Markup Language Specialist Group (XMLSG)
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New Trends of Mobile Data Protection
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Presenter�
Presentation Notes�
This set of slides contains all the basic information required to inform sales partners and end-customers about SafeGuard Easy.

The word "Partners" appears in red in the notes to indicate slides that are intended for partners and not for customers.�


Today’s Challenges
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Presentation Notes�
This set of slides contains all the basic information required to inform sales partners and end-customers about SafeGuard Easy.

The word "Partners" appears in red in the notes to indicate slides that are intended for partners and not for customers.�
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Today’s Challenges

s  Over 20 high profile breaches in
the last 12-18 months.

=  Since 2005: More than 97
million records containing

Spoam, Srams B Viruses

sensitive person al information Bank of America loses customer data
We re I nVO Ived I n SeCu rlty The Associated Press ome 2ws Markets Technology Commentar:
breaches. e — o
(Source: federal emplayees, including some merée= of | gpitzer's next target: identify theft
www.privacyrights.org/ar/ChronDataBreaches.htm, N
11/2006) Bhe Xt Jork B Business
. AT Hoces - e Febts - Arohies - Hole
|
Every 53 seconds a laptop is Time Warner Says Employee Duta Lost
by Outside Storage Company :

stolen | m FORTUNE
(Source: Compnes | 020n | Imecs _
http:/Avww.usatoday.com/tech/news/computersecurity/20 pp— — =

1 RELATED ARTICLES
06-11-19-lockdown-laptop_x.htm) The Great Data Heist D Thett 12 Waysto protect

R Why can't corporations keep their The Real Threat May Be
[ 900/0 Of CO m pan I eS d ete Cted CLIS{UIT\E!(S‘ peFr]sunaI data sSCure'f‘ Inside the ;:S;tUIHT—Y_:m:t by 3
. . &he New ok Times Reuters
security breaches in last 12 .
MCTI Says Employee Data Was On Stolen Laptop -
months WsJ
By REUTERS il This -

(Source: Federal Bureau of Investigation, 2006) — . & entenrren —= ;
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Presenter�
Presentation Notes�
Data breaches and information leaks are no longer just an issue of a few high-security organizations. They‘ve become an everyday problem for almost all companies. Due to Information Week in 2005 50 Mio. US citizens in 2005 have been affected by information losses and identity thefts. 

This number is even increasing. In order to stop this trend the US government has enacted a series of laws … �


Company’s Attitude to Mobile Computing | i

=  Which of the following options
best describe your company’s |

attitude to mobile com P utin g ? We are now deploying/about to deploy this
(% of respondents) [ o
1 We are early adapters

We are evaluating the case of mobile computing

38

19
1 We are unIikeIx to imelement this in the foreseeable future
17

| We have decided not to implement
1

=  We have set budget aside for
investments in mobile computing
technology

pelrce: The commercial impact of mobile computing, Nov. 2003

Economist Intelligence Unit m
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Work goes Mobile

Computing

Enhanced Security Risks ‘

= 10% of all notebooks gets stolen or gets lost (annually)
(Web & Collaboration Strategies 2003)

Types of attacks and misuse

Forgotten notebooks in
London Taxis during a 6 months

period: = 5000 pieces
(www.theregister.co.uk/2005/01/25/taxi_survey

Laptop Theft
Net Abuse

Sabotage

Financial Fraud |

Theft of Proprietary Infor

Unauthorized Access

Denial of Service

System Penetration

Virus

\
\ \ \ | \ -
! ‘ ‘ ' ’ ‘ Number of ~3

0 50 100 150 200 250 respondents “ disappeared“
CSI/FBI: Computer Crime and Security Survey 2003

. 60 % of all corporate data assets reside unprotected on PCs,
Notebooks and Removable Media (Search Security Newsletter, April, 2003)

" Hard disk is the weakest point (Informationweek Nr. 24/2003) .
L FBI estimates: 57% of unauthorized intrusions into corporate servers —
v are made possible through stolen notebooks
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Work goes Mobile

Special Risks with Handheld Devices

Mabile
Computing

User Habit:

= 57% neglect to encrypt corporate data on their PDAs.

= 41% utilize their PDAs to access corporate networks

= 25% bypassing the password function.

PDA used for various activities:

Corporate ]

information storage

E-Mail

Document/spreadsheet |

creation

Password/PIN storage

Privat diary

Business names storage

Business diary

PDA

\
T

0

10

20

T

30

50

60

70

80 % der Befragten

PDA Usage Survey for 2004, ComputerWeekly and Reed Exhibitions
http://www.usatoday.com/tech/columnist/ericjsinrod/2003-08-21-sinrod_x.htm
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Presentation Notes�
This set of slides contains all the basic information required to inform sales partners and end-customers about SafeGuard Easy.

The word "Partners" appears in red in the notes to indicate slides that are intended for partners and not for customers.�
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SOX

Sarbanes Oxley Act

Quick facts

Why SOX?

Whether it's Enron, Parmalat or someone
else, the symptoms are falsified balance
sheets, failing to announce profit warnings,
insider trading, and a lack of controls and
transparency.

= Law for monitoring the financial data of companies listed on the
stock exchange, defining requirements for in-house IT

= Compulsory for US companies listed on the Stock Exchange since 2004

= Companies listed on US stock exchanges are subject to SOX,
no matter where they have their headquarters (omwvay 200s)

= Focus on management responsibility for setting and implementing the
appropriate internal controls and processes for financial reporting.

= Implementation of IT risk management plays a central role.

s The CEO and CFO are personally liable for the implementation of
control mechanisms. They will be fined up to $5 million or jailed for
up to 20 years if they intentionally deceive shareholders.

IT security is a legal duty of executive management

.sas.com/offices/europe/germany/solutions/ps_fi_4.html
SG




SOX

Sarbanes Oxley Act

Quick facts
= Implementation of IT risk management plays a central role.

= |n any case, the following applies:

= |f a company conforms with the SOX regulations, banks and
capital markets will regarded it as highly trustworthy.

E IT security is a legal duty of executive management

OM: compass of IT security standards, March 2005
1S SG



SOX . Changed focus from technology to corporate governance
Sarbanes Oxley AcCt || Raised level of interest in information security ‘

Impact on Information Security

Telecommunication

Retail

Financial

Manufacturing

Information Technology

Consulting

Transportation
Utility

Legal
Medical

State government

Education

Federal organization

Local government
Other

|

20% 40% 60% 80%

&e: CSI/ FBI Computer Crime and Security Survey 2006, 601 Respondents
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EU Directive 95/26/EG

Quick facts

EU Directive 95/26/EG outlines how the personal data of
citizens is to be protected

It also defines a citizen's rights over their data

EU Member States had to add this directive to their own
legislation by 1998.

B ¢




Compliance
Primary Focus (Extract)

Regulation Country
HIPAA USA
Health Insurance Portability and

Accountability Act

GLBA USA
Gramm-Leach-Bliley Act

SB 1386 CA, USA
California Senate Bill 1386

PIPEDA Canada
Personal Information Protection and

Electronic Documents Act

PIPL Japan
Personal Information Protection Law

DPA UK
Data Protection Act

95/46/EC Europe
European Union Directive

SOX USA
Sarbanes-Oxley Act (worldwide)
Basel Il Europe

<)
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Topic

Protection of patients data

Protection of personal financial data

Protection of personal data
of residents in the state of California

Protection of personal data
in business relations

Protection of personal data

Protection of personal data

European data protection directive

Increased liability of companies concerning the
presentation of business development

Policies to control and mitigate operational risk.
Optimization of risk management as necessary
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Compliance

Primary Focus (Extract)

Regulation Country Topic

HIPAA USA Protection of patients data

Health Insurance Portability and

Accountability Act

GLBA USA Protection of personal financial data
Gramme-Leach-Bliley Act

SB 1386 _ CA, USA | Protection of personal data

California Senate Bill 1386 of residents in the state of California

PIPEDA Canada  Protection of personal data

Personal Information Protection and in business relations

Electronic Documents Act

PIPL Japan Protection of personal data

Personal Information Protection Law

DPA UK Protection of personal data

Data Protection Act

95/46/EC Europe European data protection directive

European Union Directive

SOX USA Increased liability of companies concerning the
Sarbanes-Oxley Act (worldwide) = presentation of business development

Basel Il Europe Policies to control and mitigate operational risk.

Optimization of risk management as necessary

= Primary focus: Data confidentiality (based on encryption)

SG
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I'T Security Impact of Compliance
@

Regulation us Europe Germany us CA us Canada @ Japan UK Europe Germany
Technology =~ SOX  Baselll | KonTraG @ HIPPA | SB GLBA = PIPEDA = PIPL DPA ' o5/46/EC BDSG
Business X X X
Intelligence
Document X X X X X X
Management
Records X X X X X
Management
Archiving X X X X X X
Security X X X X X X X X X X X
Storage X X X X X

Extract of governmental regulations

= 74% of all enterprises expect to spend more time and money in 2007

on information security due to compliance and privacy regulations
Deloitte: Security Survey 2006 - Protecting the digital assets

Topic: Confidential data at risk ]
Computer Associates: Whitepaper 2005 %
Role of Security Management in Regulatory Compliance

GGGGGGGG
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Presenter�
Presentation Notes�
Cecil:

There are some of the measure have added to the enterprise to follow up. Business process, Document Management, Audit (like Email Archiving to keep yrs of transaction.

However almost all of them are concerning to improve the security for business confidential

So, an survey shown by interview CIO who will spend money on the compliance

Why security measure are so important



We can see most of act or compliances need to consider the data protect on



Next Page�


IT Security
Compliance: Rules? What Rules?

= The consequences of non-compliance are very serious:

m Prison sentences for senior executives & board members
(up to 20 years)

s Incredibly high fines (up to $5 million)
m Possible loss of insurance cover

m Risk of losing creditworthiness

m Auditors refuse to grant attestation

m Loss of image and reputation

m Further financial penalties

m Increased risks of liability

IT Security: Not just about investment
but a prerequisite for covering business risks

HHHHHHHH
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Presenter�
Presentation Notes�
Cecil:

Max. Prison sentence for senior executive and board member

Max. Fine up to 5 Mio



Ivan:

So serious, but data in my notebook with Window password shall be save



Cecil:

Ha Ha, for those experience person it is very easy to look up your data without care handling

Let me show you a demo



Switch the projector

Ivan give me your HDD�
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IT_SeC U rlty CONI’!r(I)[?liIIt?ng
Enterprise ‘
[Today]
IT-Security T ___[I-Security .
+
T Mobile Security }:
" | - Notebook |
. e Security Concept
- PDA - | - Authentication
= | -Removable medi _ Encryption
m | - Data transfer - System Integrity
investment de S - Security Mgmt

SG

Source: Dataquest Q1/20
http://www.heise.de/ne

ker/data/jow-05.09.03-000

... the new Challenge! |

HHHHHHHH
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Presenter�
Presentation Notes�
Security concerns have been a major obstacle to the adoption of mobile computing. Opening the company network also for mobile workers brings with it the potential to expose an otherwise well-protected company network to significant threats. 

Unsecured notebooks, USB devices and PDAs can increase the risk of loss of data significantly. These small devices are easily stolen or forgotten, simply due to their size. Any data residing on those devices must be protected from unauthorized  access.

Risks include:

• Loss of confidential information (stored or transmitted).

• Risk of gaining access to the company network

• Risk of spying out personal and organisational passwords

• Damage to customer or partner relationships.

• Damage to company brand or reputation in case of publicity.

• Downtime of critical systems in case of successful virus or denial-of-service attacks.

�


[Data Security Requirement]



Presenter�
Presentation Notes�
This set of slides contains all the basic information required to inform sales partners and end-customers about SafeGuard Easy.

The word "Partners" appears in red in the notes to indicate slides that are intended for partners and not for customers.�


Data Security Requirements
1. Safeguard Your Data — not just the Infrastructure

Walling Off Security Open Enterprise Security

e

_JJJ‘MM'\

AT
VERALY)
& s T
/ i T \
= Firewalls and Security Gateways = Cross-company processes
protect the company perimeter = Open IT Infrastructures
= Let the “good guys” in, keep the = Bad guys and good guys may be
“bad guys” out in already
= Closed shop with own policies, = Data-level protection
and rules = Safeguard the end point and the

individual transaction

IQ;
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Presenter�
Presentation Notes�
The first requirement is related to the changing nature of business:



In recent years, IT-Security was very much focused on protecting company perimeters using for example Firewalls and security gateways, with one major purpose: Let the “good guy” in, keep the “bad guys” out …

Today were are facing an fundamental change of successful IT-Security strategies: Simply walling-off IT is not good enough anymore. New business processes require an open IT infrastructure. This means: Data Security 2.0 demands an Open Enterprise Security model…



�


®

Data Security 2.0 Requirements

2. Shift from a “Tool Mindset” to an Integrated Approach

Fragmented Solutions

= Proprietary point security
solutions

= No central policy management
& enforcement

= Difficult for users and
administrators

O-C-ostly and often not scalable

1S SG

Integrated Solutions

WA '&/
— £\

= |ntegration instead of pure

best-of-breed

= Transparency and
manageability

= Reduces costs by decreasing
the burden for end-users and
administrators

oooooooo
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Presenter�
Presentation Notes�
The second requirement is related to a historically grown particularity of the IT-security market:



Organizations typically include IT-security products as supplements to their technical infrastructure. As a result they end up with a multitude of fragmented (point) tools with out any central management capabilities - difficult to use and cost-intensive. 

Due to an overall increase of cost pressure on IT investments, IT-security project managers today demand for integrated solutions. A pure „best-fo-breed“ approach“ is not suitable anymore. The new world of Data Security 2.0 needs not only an increase of protection but also of the transparency of security processes; not only a reduction of administration work but also of costs:

Just imagine if you don‘t need to deploy 5 different encryption solutions for your notebooks, PDAs, servers, e-Mails und other applications  but just a single data security solution with a unified encryption key management.�


Data Security 2.0 Requirements
3. Embrace a 360° Approach to Data Security

Servers

E-Card
Personalization

Archiving

Document

Management Workstations
Data in Use Data at Rest

— D Q@
&

Data in Motion

Laptops

Smartphones
PDA

E-Business
Processes

USB-Device

Firewire-Device

CD/DVD

S. .
efeGUard So\U“o“s
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Presenter�
Presentation Notes�
The second requirement leads directly to the third one: The new landscape of data security 2.0 requires an integrated as well as comprehensive approach that is potentially able to cover all states where data can reside:



at rest – during storage on the client or server

in motion – during exchange with colleagues and business partners

in use – during processing



Only SafeGuard Solutions from Utimaco provide 360° protection against data threats. Whether you’re protecting data at rest, data in motion, or data in use, there is a scalable solution targeted to the requirements of your organization.�


End-point Devices Protection
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This set of slides contains all the basic information required to inform sales partners and end-customers about SafeGuard Easy.

The word "Partners" appears in red in the notes to indicate slides that are intended for partners and not for customers.�


Crypto — Modul
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[End-Point Device Protection] [SafeGuard]ffor Mobile

: : 40
- Functionality at a glance seunty
Entire hard disk encryption as protection "

of data in case of PC or Notebook theft/loss |§j

s  Power On Authentication (PoA) Electronic

o Fortress

= User ID+ password before OS starts _

= Can not be circumvented o

= eToken Support optional
= Data encryption (sector level)
= User transparent, on the fly
= Entire hard disk incl. OS, Hibernation, Tempfiles,..
= Removable Media
= Strong algorithms (IDEA, AES, ...)
= Hibrenation support
= Emergency-Tools

= Challenge-Response functions to reset lost PW
= Repair Functions, MBR protection (automatically)
= Support Rescue and Recovery (Lenovo -TVT)

SG
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[End-Point Device Protection] [SafeGuard]for Mobile
- Functionality at a glance Security

m Easy for the User
= User friendly + transparent

= No changes to work behaviour
= Reduces the users responsibility for security

m Easy for the Administrator
= Unattended installation via config.files via network

= No additional support costs (fully transparent for user)
= “Emergency tools” (e.g. new password via phone)

m Safe solution with strong encryption algorithms
= Protection of all data against outsiders (power off mode)

= Secure login with user ID and PW
= Encryption on sector level on hard disk & external devices

= “Fixed” Security Policy
= Certified trustworthy software
= Secure Hibernation

SG




[End-Point Device Protection] * X
- Security Hierarchy . dmin__f: de

= Extended Administration Concept

= Definition of "Sub-Administrators"”, with limited rights
in a pre-defined configuration file

Chief-Admin

Headquarter

se_nd_h
Support Sub-Admin Config file Sub-Admin
(basic settings)

(Challenge Response)/>
Support

No Access

Branch-Office Branch-Office ﬁ
>> A << >> B <<




[End-Point Device Protection]

Computing

- Biometric Authentication ‘

= Unique security solution for access control and
data confidentiality on all ThinkCentres™ and ThinkPads®:

— = Hard disk encryption automatically
— = 100% integration in ThinkVantage - Strategy

Support Support Support
Rescue and I IbE%de Fingerprint
i} mbedde
RCOVSRY Security Subsystem™

TRUSTED ?
COMPUTING GRODR=

Security Chip

—> - The solution for protection of e-assets ‘ utimaco’

100% kompatible
with
ThinkVantage™
Technology

Security Made Easy

oooooooo
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[PDA Device Protection]

- Functionality at a glance

= Biometric Signature Logon
= Authentication by a handwritten ,password”
= Checks form and dynamics (speed)
= Fast and convenient

= Symbolic Logon

= Create a "story" from symbol sequence to
remember PIN easily

= Very fast authentication, configurable layout

= Password Logon
= More flexible password rules than in OS
= Allows to create complex passwords
= Fingerprint Logon
= E.g. IPAQ 545x / 555x
= Optional password login fallback

= For ActiveSync protection on PC, always the user
password is used

SG
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[PDA Device Protection]

- Functionality at a glance

= PIM Encryption
Separately configurable encryption of calendar, contacts, to-do lists,
e-mails and e-mail attachments

m Configurable "Notification" behavior
Allows selection whether calendar alarm notifications or SMS shall be visible for
the user without authentication

m  Secure Screensaver
PDA may be automatically locked now after a given time of user inactivity without
requiring to turn the PDA off

m Bluetooth / WLAN / Phone blocking
in addition to infrared, now also these functions may be centrally disabled

= Unrestricted Phone Function
Allows optionally using the phone application without authentication (convenience,
also for Personal Edition available)

s Policy Import in Administration (in addition to Export)
Allows the efficient migration of settings e.g. from test to productive environment

m Event Logging

5 Logging of relevant events e.g. "false logon try" on PDA ﬁ

NNNNNNNN
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[PDA Device Protection]
—> Additional Functionality at PDA Phone/SmartPhone

= User can receive calls and SMS without ﬁi——ﬁ
authentication at ~ : _

T paileirc
= Option: User can make calls without -‘j_w; pr——— e
authentication Phone settings
|:| Allowe phone calls without lagon
= Configurable "emergency numbers" that (] Enable erergency cal a logon
. . . Mame Mumber
can be called without authentication e
= Optional GSM SIM lock prevents that SIM | : H : |
card is changed without central approval
. . . CCE ef aul I
= Network connection may remain active [ e [[ oot ]
when device display is locked (e.qg. for file
Owner | FIM | Advanced | S50 | Fhone | EI
download)
= Option: Phone functionality can be

blocked (entering a SIM card blocks the
phone)




[Integrated Data Security]




Next Trends of Mobile Data Security Suite

Cross-platform Protection of system
protection of data integrity and
stored locally or in configuration

networks against
unauthorized access

{ File & Folder 3, ,; Configuration ),
 Encryption 4 b Protection A

Cross-platform
management center to
define, enforce and
audit centrally defined
security policies

Cross-platform
protection of PCs,
Notebooks, PDAs, _ /
Smartphones and { . ] Data
removable media A \, Exchange

Secure data exchange
with third parties

Open security platform
for optimal interplay of
all SafeGuard security
modules

@ Cross-platform data security for all desktops %

N and mobile devices COMPUTER
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Presentation Notes�
Modular product suite 

Central management

Unified security architecture

Cross-plattform�
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Professional Class

Fellow Member (FHKCYS)
Full Member (MHKCS)
Associate Member (AHKCS)

Technician Class

Practitioner Member

General Class
Graduate Member
Student Member
Affiliate Member
Corporate Member
Honorary Member

oooooooo
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ACT now!! Sign up today to receive special offer:
on entrance fee or

on first year annual
fee!!

IQ;
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Intangible�


Contact for Membership:
Hong Kong Computer Society
Telephone: 852-2834 2228

Fax: 852-2834 3003
www.hkcs.org.hk
Email:Membership@hkcs.org.hk

Interested on Today Presentation
Cecil Siu
cecil.siu@utiamco-asia.com
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