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(AR eEsa ks ©

FR4Z World Wide Web Consortium( W3C "t 484% I 75 Bfi# A LU R E S - M a software
system designed to support interoperable machine-to-machine interaction over a network. It
has an interface described in a machine-processable format (specifically WSDL[Web Services
Definition Language]). Other systems interact with the Web service in a manner prescribed by
its description using SOAP[Simple Object Access Protocol] messages, typically conveyed
using HTTP with an XML serialisation in conjunction with other Web-related standards® - |
WS SRR AL T — (A EYGEAE IE I &0 T DL AR sy i > EOpTs sy
2 . WSDL® » SOAP* ~ XML %545 - g FHF2 20 7L ( Application Programming Interfaces,
API) 38 EIE M 24 2 I pa AR 2U4R 55 B 7] AR [EIHY - 65 BR il sk B 2 B Un iy 484%
A7 -

R B RATEEIRTS

i PRt~ PSR ®24 (Universal Description, Discovery and Integration, UDDI) *#i k&2
H—E0 - DUnBI R R G A RAE4E iR s Y =T M - UDDI &5z (Registry ) /&—
&G R SRR AR B 8% - A MRS © AZEAYRIRAARY - R RS IRE 2
Al > IEEEEERAE GRS E UDDI B ki - UDDI 8847 API THEE IR TR A Al AT
Hr1E UDDI 5% FRVAEEE IRIF NS

BHNET i (SRt 75—l - 785 DISCO’ » /& FIskAIERIFRZ LLNET
B IR -

WL R A

F—E44E AR B A — 8 DL4g4E fi 75 5E = (Web Services Description Language,

L http://www.w3.0rg

% http://www.w3.0rg/TR/2004/NOTE-ws-arch-20040211/

® http://www.w3.0rg/TR/wsdl

* http://www.w3.0rg/TR/soap/

> http://www.0asis-open.org/committees/uddi-spec/doc/tcspecs.htm

® http://uddi.org/pubs/ProgrammersAPI_v2.htm

" http://msdn.microsoft.com/library/default.asp?url=/msdnmag/issues/02/02/xml/TOC.asp
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WSDL) 2455 1f: BT L B PR B0 Al - WSDL DL XML FE s 44 iRiss fy— R 4K

UaflUS R IE > MazalUE & T LASCHE . (document-oriented ) BE DUR P 2 ]
( procedure-oriented )#J&ER® > i & WSDL #5 2% 1] LI EL 138 44 B AE FH F 502847 /8 UDD

TSk - FHRKE B Jﬂzﬁjtﬂzﬁﬁﬁﬁ UDDI Zskpe v - Al H I sy WSDL i

TG I > AR AL B > FIBE (A0 ] S H AR e 75 0 e o 3
(bind) HVE:

A (Invoke) 484EAR%S

TEEUS- 44 AR5 WSDL i it sV ak BRIV 5 1% > 55K & 0T LU 2 EE) SOAP (Simple
Object Access Protocol ) “call &AfRFHRHEE AR AL IRTS - (rIEgEdhat - S ErivEREE
B S XML AY A AT {EF SOAP RAS sRACHAGS R MERY (structured ) FI1735AIHY (typed )
Eill > R IR TS A KB RIS 2 [ 8IS i 1B A< SOAP FHEAATHAE
il T—AE L HTTP 2 SMTP JH& AR EH A&

B BBUFHISESIRES

BT EUTETE (e-Government ) I HYH ih —IHEEHEE - 2R ERLARY (legacy )
BN &R R 2 S5 G FTE Cinteroperability ) » Rl ez i - (HFRZA R TER
JiE > DUBEEIE A M NV ESS - B A A E VR A FERAE A R R
1 > HAE AN B SRR EERE T ET » Nt SRR AR R R
SER N B R S TE B T BURF LG -

o M AR B R IE AR TRBUN 2/ ORI A T - Bt - R EBUF IR
B A RHE R BRI > AR E A E T EUF I8 - WA AR b/ ABAVE T HE 5k
7o B fERBEERN—R  {EBUT A5 EBR A RO 8EE - fFlIafEm
a4 ARSI A TR 40 B PP ST RE > T o — (] R A i -

& http://www.w3.0rg/TR/wsdl
° http://www.w3.0rg/TR/soap/
10 http:/www.info.gov.hk/digital21/eng/knowledge/webservice_egov.html
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2005 4 > Web Services-Interoperability Organization (WS-1) 45— 445 " Security
Challenges, Threats and Countermeasures | "S85 » SZHh$s H—Eb484% AR TS B E Y
TR

1. BEERE  BBEEBRA - HEREESRIEEREARE » FlERTZ R
AMEREEENEIERR © A WEBRETEETT—EREERE - (FRE
A R Z AR KRB AR T IEE -

2. WIRIREN  REREESIFEENEATIRE -

3. A AIL®E  (Man in the middle (MITM) attack) : {9 E NN EIFZ4E
FIEIERACE ~ BB B ML - HEY 2 BFrarth B IR » B0 : B
SEHETFTEEENE - A% B EBBOnERESETT -

4. ErEREZ Y% (Replay attack ) © IS E U B R S B EIHYEHUE Braa A
% HHZEEE A DU A RIS 2 0 805 RSB TRACGEL ZEE) » B2
BT Y E A o

FERY) FTaFikis -
6. FEMERS  MEFENENENNE - B HEARSERTEEIRASE K
FRERIER - NifAR i kBGEHEARHIEX -
B b IR BRI BRSO N A BR CR T ~ SE B ~ BRG] PRI PR 2 99785 -
PERRIORE

By T YA LA LA MR B ANCASHIE T — 484 iR R HTTP 228 > 4845 NIST
LRSS 324 Guide to Secure Web Services™ » FJE B {18 E A A RELT T

1. W3C XML fii# 5% (XML Encryption) = : {s I IIA IR BB A 2 -

1 http:/www.ws-i.org/Profiles/BasicSecurity/SecurityChallenges-1.0.pdf
12 http://csre.nist.gov/publications/nistpubs/800-95/SP800-95.pdf
B http:/iwww.w3.org/Encryption/2001/
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W3C ] XML Encryption Working Group IE{EE5fE 125 Ekf#E XML ST
# o 22 TUEER AT XML AJ5% (syntax ) AR E A I N SR a &
FEREAZAE > o] DUSEER R XML SCERINE IR m] AR ERTINZE LR R
[EE I © AL > JAFIR] 3 ECAEIE XML SCR4af EIRECE - DAL=
&R EIa KRS (tag) (EE e i - AR B IIE XML & -
IMIFEEAE XML f528 > ATl XML Eiffres (parsers) {y&sg Mg S - —
HERFERAE - (HRERERY XML SCARHIIREETE - XML S EERY & i E
It 4 I ai % 2| :

http://www.ibm.com/developerworks/xml/library/x-encrypt/listing2.html -

2. WB3C XML Signature™ : A2 {L5z%e4: (integrity) ~ Z5Z{72% (signature assurance)
FIRE[ &M (non-repudiation) o

W3C XML Signature Working Group t7$#: XML Signature 24 » BHAERS £ FEF]
WS BT XML sy Al AFIpR BRAR AL > AR5 W3C Fitt - " XML Signatures
provide integrity, message authentication, and/or signer authentication services for
data of any type, whether located within the XML that includes the signature or
elsewhere. | #1527 > EREIERACHUEIE S » XML Signature o] F sRHEZEIEAT IR
HIFY XML SN A A B s B 0L - XML Signature AY &6 AT 71t 40
2] ¢ http://www.xml.com/pub/a/2001/08/08/xmldsig.html -

XML Signature 2 & {{<## canonicalisation Y52 > W3C @ iS22 5 i1y E 8%
BRI AL > FIHRSHAE [ ERHEA R 2R RS E e i i Ay BRE 22 52
(typographical variation ) - & XML N {#E %2 HF > canonicalisation gl#5 7 —
& XML A 2 o i B AR R P B A B — I A3 - IR - RN
RS (6 FAH [E]HY canonicalisation J772% » Bl SE R ME(E AT HERY ©

3. 4 FERTSiR2E (Web Service Security, WS-Security) ' ff2 © {# F A BRI S
HERRER SR B E I By -

PREMEREHEHE 7 DA SOAP sREAR(FEE SR LA R AT ZIEREA S 2 XML 2K

A - DU IR Z B R AR RERE -

®  Username fEARE © B8 P AR B R ME B B AR K 1Y T -

®  X.509 JEREGHERE : (1] X.500 #iti5ag & B BT SOAP S, - st il
SOAP FREHYAFHFTSRL -

® I EEr=1EitsE= (Security Assertion Markup Language, SAML ) FEfZ : #&

Y http:/www.w3.0rg/Signature/
> http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss
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+ SAML Er=HVE B kiECR G B 525 R 7% (Simple Object Access
Protocol, SOAP ) ZHE ARG 1 SOAP sHEACHANYZ 4 » a% SAML Ens45 &
THE (R ) FMETSEEHTA XML %% (XML signature ) i/ SOAP
fUE - ZHEE BB S LS ¢ 3058 - IRERIEME (attribute ) o FEJE TR
b BRSBTS KR o DUREEET RS - MR SR
FIEBIFAIAEER o HEA) » SAML BT BE407E R B0 AR 22588 i g

RZEPR ©
®  Kerberos HEFE : FHAREEEE Kerberos ticket fYRFS - I EAEE{FHY Kerberos 4EIE,
H-

® Rights Expression Language ( REL )f#4E : {55 Ff#EPE 22 ( Rights Expressions )
DI TERE K5 B A R M - B e E AT 1ISO/IEC21000-5 - -

4. W3C 44 FAR7%EHE (Web Services Addressing, WS- Addressing ) *° @ & ¥R
S -

Al AR E PR HYEE, 1D REHEHE T4 (replay) HIRTRE - B 7 & HE
SRS > SRR 1D EE S AIFEIEDR (timestamp) BYERL © ALE > (ET &
EIEEHERE ERHEEA A G EERE P B ERE - I SUE ID B EZ AT
FEHIZHY -

5 HAMEAREES 2 EETFHIVIEAEE S IETF SSLITLS ~ &G & FadsEny
SSL/TLS ~ I IETF HTTP 52587574 » 5t B nl B B iR MR 30E LAY
9% -

BEAN - 1A H e R AT IR B B <42 DA E AR SRy CRagFE T - 141 » W3C XML <
S T AT (XML Key Management Specification, XKMS ) ¥ » %8 A&HIZT T /A BB RL
LY > BET T RIS S A BIR R ITE - TiABIZERLE L XML %A
XML I EEHEKE > XKMS B4 7T R{EFHE - XML £t miREHEE (Key
Registration Service Specification, X-KRSS ) 1 XML @& {7 R ( Key Information
Service Specification, X-KISS) » X-KRSS (i FH{E AR > M1 X-KISS {i FIEf#
BT XML ZZ At ryimet -

HIHEE R AIERCEES (Extensible Access Control Markup Language, XACML ) HI[&
Sy HERRE - HAYEIIRaEas s < BEEEFERIRE ST - XACML 1L AR i AE e f A
FYAEE b o WEEE(E B AT HIET XML S g — R BOU AR S IR AL -

18 http://www.w3.0rg/2002/ws/addr/
7 http:/iwww.w3.org/ TR/xkms/
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HEZR

LLEFris il BRI R T SOAP SRS PRZCHIASHE » BT slUE SR 2 2 812 n DURIE LA T
FEAAER XML i -

1.

SHEEAE T SOAP sHEAZTE (header) |BARfEREARE RS -

2. FEAFEE LU BTG XML B2, -
3. 4T SOAP SREHIE M RFHTHE » BB T EIER TP HIPEFRAS ) -
4,

5. M EHRIE - SRR BT XKMS AB#TER5B) SOAP 1

S —EREL S > sREFFEE R XKMS 2R FCRIFEM 26 -

PR MR
PSS 2 1% B B AT nI () XML D RUEAE SOAP FEHEAIAH R M
BB HE TR -

AR AR DR AE#E (processing chain) EEHE#E(T > [LAN > B—RREREES MIEF O]
DRI Z a4y N SOAP #E5H - DU ATRE T sz (downstream processing) HYEHE

B HTTP &z fdik SOAP SRS » HERINK AR L XML - H i & R4
HE— D b (AT XML G > el - 485807 KHE A ¥ SOAP SRENILAERSMRGE -
RIE - EERAEIRH WS-Security STEEIFIL N A THEGSARISE - EEE XML iR -
SRR XML AI484E 5 K -

BEAN > FE—MRIEFH A ST > FECRFATA NS AVIRZEE T B8k - i4aCskiett T es
BRI ZHIZEST - AECREEE (R R & A RO i A -
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1. 45w

DRIHET T 4848 R 5T 2 e T RN » P A IS AT AT G 48 8 Bl E A4 AR T Iy 7 22
BN bR T EMGETsAV RGN > tEEFH EIEH R IR VRS - —L
REMERES R

1 MRRORZAES IRGR RS

2. FTARMER B AR BRmE

3. WESRFTAEANE BEEERAERERES

4. SR TEEAVSEEAIRAE - RSB A R ATEIRAREEER -

A > &SRB ARG ARSI - [ K& 0 BEFR BL 8 & U R 2480 > Bt LAFESS R WS-Security
Sy A H XML FaEEHRS
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