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ER A ERE BRI E 2 Ly s E EEAERIER > R ETER AR R L E
E*ZEI’\]%EF'EEJ PlanaguhE T (defacement ) ~ e ARHIE RIS NEEIRZELL - HIE
RS RIS S E R IE G R E AR 2 &R R R BUR
I E R -

By 1R RTRE - ST BUR A AR 1L T AR » (At - B ST &N IR &y
ETERARA Bt R —E /K PHIRZ: - HLEECRIERERN(E R ER - DURER I S ERIRZE(E
EEG T - — S TENER T2 REARIVARE - B0 LIE5 (SR FE BB TR R
PRGN —EB A - (ERCRS SRR IS E b (De Facto) HYFEAE -

RSN 1 G SRR PR Y R T e AT -

! http://www.networkworld.com/news/2006/030706-government-cio-survey.html
2 http://www.deloitte.com/dtt/press_release/0,1014,sid%253D1000%2526¢id%253D171269,00.html
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1. EERIRZEARAE

LR P4 [E R & SRR ZEATE -

ISO 1Z#

A 1947 FETTHTEIPS A R4H 4% (International Organisation for Standardisation, ISO ) f&—
EHIEE 5B 4H 4% » BRI PREE T #5728 & & (International Electrotechnical Commission, IEC )
R Pe2 88 (= By BH ( International Telecommunication Union, ITU )*&E » LAHISE information and
communications technology ~(ICT) fEXE’ o DI N2 4ETEE HAY ISO freefdisf:

1.

ISO/IEC 27002:2005 (& AIRZEFHIEREF TR

ISO/IEC 27002:2005 (2007 4% 4 HHUK ISOMEC 17799:2005) LT BS7799-1
UBIFSATEE » M0 BS7799-1 FRAUE FHBLEIR ERAE (BSD) $2HAY - ISOMEC
27002:2005 T HAE Ry EERR 2 E B ESE BB PRI S THH Ry S A R 2
AR BT B R E] R A B A5 -

ZIEEEE T 10 THRZHEIHHES (R EFEEF R () fREZEER (b)
HPRZEaHE: (o) BEEHE () ATTERRZ  (e) BRMNBEEIRZ © (f)
BRI EEHE ¢ (o) PEEEFZER]  (h) HERAAVERIE - SEAIdEE © (1) &'
sRZEHEH S (§) FrECRREEEH © (k) JAREE -

TE3E 10 TAORZRHEIEE - a4t 30 T B A A i R s R o9
HITH B R EFRRE 1 - USR] B IR R G A E 2 iRt - 52
MERTFT M BRI -

ISO/IEC 27001:2005 ( &R 2ZA & TH 245 55K)

ISO/IEC 27001:2005 [ERFEFZEAELZ1E BSI i EAYIEAE BS7799 Part 2:2002 FrfiT4:
iz - EHERERE HIRE N ESUH BB RPRZEE 240 (ISMS) 3= -

0 N o O~ W

http://www.iec.ch/

http://www.itu.int/net/home/index.aspx
http://www.iso.org/iso/iso_catalogue/faq_standards_2.htm
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.ntm?csnumber=39612
http://www.iso27001security.com/html/27002.html
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FETT ~ $R1F ~ B - Aie - ESENINGE EAVEDR » MRECRIE S A1
( Proportionate ) Fy {27 ] LM%E;%“E B o AL T > 5 TR
EFEAEATNBUGHESS -

NS [ —TH A4 Rya T E- T -1 & - E (Plan-Do-Check-Act, PDCA) HY1iE
B BAVEEEL ~ 1T - RIS S ISMS 1IREE - PDCA EEAATY
(&P ES:

® &l (Plan) [&Ez- 17 ISMS

® HifT (Do) [EE:- HEfTHIHE(E ISMS

® fydr (Check) [&EZ- BEg2fIZ i ISMS

® [T (Act) FEE:- 4EEFILEE ISMS

ISO/IEC 27001:2005 &% Eil 1ISO/IEC 27002:2005 —jEH:{T » ISO/IEC 27001 &
2 ISMS YR > g F 1ISO/IEC 27002 7R 51 H ISMS H i3 & 194 s R 2747
%UIO o

ISO/IEC 27002 /& —EfR At R AR i (F SR E B~ Al > B nT IR 2 B

MR - G IERR AN - UL ISO/EC 27002 IAwsRss - 182
WEHRZFFEST ISMS #5228 » AR #E0ES Ry sT ISO/IEC 27001 - H3F%
BRI TS L ST ISMS B LSRR RS » AR oI
ST M 42 BT BB UK Accreditation Service 480k 5™ -

ISO/IEC 15408 (FHFHRH IR ATRAE )

ISO/IEC 15408 J&—THERFRAZAE » —REfg il FHRAE (CC) * > EfE ={EEh ) -
ISO/EC 15408-1:2005 (F148A1—MtE=0) ~ ISO/EC 15408-2:2005 ({RZELIRE
K ) R ISO/MEC 15408-3:2005 (fRZIREEENK ) « FAEFBIRHS ~ MESIRIET
s R EE IR OREE » tiE SRR e A ST — SR DR > B
TEREE S TR ZEDIREEEK -

ER AN E R = T > WRE A R B A R (CC) > DIFNEE
B L 24 B B S RN SRS (738K SE  ( Evaluation Assurance Level, EAL ) »
5 7 {# EAL @ EALL1-ZhEE Mz (Functionally tested) ~ EAL 2-%5 & I,
(Structurally tested) ~ EAL 3- A{EHEAVHENAIMGH (Methodically tested and
checked) ~ EAL 4- H{&EEAVERET » HElf1ZE R (Methodically designed, tested

° http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=42103
10 http:/www.is027001security.com/html/27002.html#RelationTo27001

1 http://www.ukas.com/about_accreditation/accredited_bodies/certification_body_schedules.asp
12 http:/fisotc.iso.org/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
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and reviewed) -~ EAL 5- “FIEEEETFIMIEL (Semi-formally designed and
tested) ~ EAL 6- 1% > s&ETHIHIES (Semi-formally verified, designed and
teseted) ~ 1 EAL 7- 1E=Ck%%) » 3% HFIHIES (Formally verified, designed and
tested) © 7EiE AR (H4EE" AT R BEE AT Y B B s A BRI E WA EE St B« A
5 R L MR R Y 7E v P A 28 F (B (5 F& ( Common Criteria Evaluation ) 48u5A1
IT (R22HEs7 752 (Validation Scheme for IT Security, CCEVS ) 48k z0™ -

4, ISO/IEC 13335 (&:fRHy Rz )

£ ISO/IEC 13335 &g\ 5e%e ISO/NEC EAE Fij » A H 2 — i

(Technical Report, TR) » fl&—E AR lr R A2 I E fife 5 |

® [SOMEC 13335-1:2004 fZ2EtEaRAImEIRHS R2AE BATRE SR 2 2
-

®  [SO/IEC TR 13335-3:1998 $& (L& sHRHE (RZ2 8 BRI SC 1R » 18 17 ST
e+ - HelgE g ISO/MEC 27005 ATHUT -

® [SO/IEC TR 13335-4:2000 juk & (REEHE AV EEFE (Bl BRIl RLedzd))
B AR - HATREE# ISO/MEC 27005 ATHU L ©

® [SO/EC TR 13335-5:2001 JsEAEGEIRLERRTES | > B U EE R
> HATREE ISO/MEC 18028-1 1 ISO/IEC 27033 & -

YARITHEBEBZ2EXE (PCIDSS)

TATRATE SIS 2 4 HEHE (Payment Card Industry Data Security Standard, PCIDSS) **&
A —2e AR (E RS (B1FE American Express ~ Discover Financial Services ~ JCB »
MasterCard Worldwide 1 Visa International ) Fir & 2 Hizk DGR EIR PRV ERARZ > 1550
EHFEAEEE PCI 24w (Standards Council) BV & > #ZEHES 12 TEMZLESK -
BERZEH - BUR - 187 ~ #6835 T - IFaatRH T E I - BTk 85
PAUT 2875 -

BT AIAERE O 2o 4a4E

rReERFRAER

R E R

T RS A RE P RS

E BHEE ZZADANEAE4%

HEE AN IR LR

S A
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http://www.commoncriteriaportal.org/public/consumer/
http://niap.bahialab.com/cc-scheme/vpl/
http://www.is027001security.com/html/others.html
https://www.pcisecuritystandards.org/tech/index.htm

P

BRI T 6 A



Bl AHBRRMTRIZERIH AR (COBIT)

BN M BER fir et HAZE (Control Objectives for Information and related Technology,
COBIT) 2 "a control framework that links IT initiatives to business requirements, organises
IT activities into a generally accepted process model, identifies the major IT resources to be
leveraged and defines the management control objectives to be considered'’ | - E[l COBIT &
—IEAPEFIZERS - DUSSEE RN PG SE R RAVER - IR AR RO SEhA AR — et
ZHRARIEA - WEE EEAVE SRR RS i AT - WET I BRI B AR - 1T
Governance Institute (ITGI)j* 1995 & AT EREAE - HATE# £ 2007 FHATHIRA
4.1 -

COBIT 4.1 H 7 {EEH4HAL > 73l (1) {TEEE (Excutive overview) » (2) COBIT 28
¥ (COBIT framework) > (3) Ef&IF14H4% (Plan and Organise) » (4) EREEEAHEST (Acquire
and Implement) » (5) {Hi%B1Y 3% (Deliver and Support) » (6) E5ZLEAEE(E (Monitor and
Evaluate) » (7) fl&zEs20IM 8% (Appendices, including a glossary) o H:F AR 34
HEMPHORIZE Y -

COBIT 1EEIFEH H 2z #8252 By IT Governance HYf55 | » (EEHE A EAEFEHRIZOK ~ Fiflrsk
RERIA 22 B R TR (= 0E « fR$E COBIT 4.1 fY3RE » COBIT (a4 s ARG 47
LA B - PRI - S R B NS A3 - B RE S BRI ST ALHES T COBIT < A #f COBIT
AVEREE(E ITC SIS &R A4 e tHip e (ISACA) "HygEuhepia] -

HERIRREAR (ITIL B¢ 1ISO/IEC 20000 £:51))

EENRH 224 (Information Technology Infrastructure Library, ITIL) PEEE T &R RHY
B ER (ITSM) BURREIFEER - EEENRHIVIRBIRRE » WA P Aol - ITIL
B EE R R (Office of Government Commerce, OGC ) PHr&Eny » [ 2005

LU ITIL T8 % ITSM 19— TEEIFEA2EE ISO/IEC 20000 -

ITIL AR A& H A5 T E 1T Service Managemnt Forum 48k Av48_ &7 E0T > %8

17

http://www.isaca.org/Content/NavigationMenu/Members_and_Leaders/COBIT6/Obtain_COBIT/Cobi
T4.1_Brochure.pdf

8 http://www.itgi.org

% http://www.isaca.org/bookstore

22 http://www.ogc.gov.uk/guidance_itil_4438.asp

http://www.iso.org/iso/search.htm?qt=20000&searchSubmit=Search&sort=rel&type=simple&publishe

d=true
2 http://www.itsmf.com/bestpractice/selfassessment.asp
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KRR MG T E B e DL T S EE S - (a) IRB/KFEEH (Service Level
Management )’ (b ) A8 ( Financial Management )’ (¢ ) & &% ( Capacity Management ) »

(d) RBMmEEETET (Service Continuity Management ) » (e) B FIMEETE (Availability
Management ) > (f) AR#E (Service Desk ) » (g) FHHEPE (Incident Management) » (h)
fIEEH (Problem Management) > (1) BCEE T (Configuration Management ) > (j) S5
EH (Change Management ) * (k) ##45E# (Release Management ) °
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1. BRERREZE B

BT ST AR AR AR S |V — o B TEEBIRTT > U B H RSN
EMFERTETBHRRRBIRIFES | - FEBLET > IRV RS 5R =BG > 40 SOX ~ COSO -
HIPAA F1 FISMA » DA BT E TG -

SOX

fE—E# 022 (Enron) FItHFUEER (WorldCom ) SEEERISAMBERIE S A 2 1% > £
BAE 2002 4EAEAA T /b8 A 2ZE( Sarbanes-Oxley Act, SOX ) 3% 422 8 & Public Company
Accounting Reform and Investor Protection Act ; » EFH#RE T protect investors by improving the
accuracy and reliability of corporate disclosures made pursuant to the securities laws, and for other
purposes | BREBEEEIRFARNNE - MEENBNERERI S8 - DEAE
T REE A AERERR - P& TIAEER L HIAE -

1F SOX H#Y 404 €%k T each annual report -+ contain an internal control report -+ [that]
contains an assessment of -+ the effectiveness of the internal control structures and procedures of
the issuer for financial reporting  » BIE—03F# (EENEZER#HE) HE SN EER4S
R B R S TIE e Z ARGHE - REHRHEM B g R s A A

PRIEE R S A SRR R 2 B 7 & SOX FYZEK -

HEARE IR L EDR A AR BRI AEZE - (B S0E B WY OR A AR - fEmmiz g
B A A REHIRIER DS BT B MB ARG E AR v S B & -
SOX HYZE K e E B H P 5 PR AR T S SRR IR ZE45E D& SOX K™

COSO

COSO f&r ( Committee of Sponsoring Organizations of the Treadway Commission ) ff#gH
HIZEFE BB — TR SR N HIRAR - F5E A RO ST Ah A B e sk o B SR
B o HZERE T ATEEERS

1. PEmiEsss  EEUENE TG BEABNETERE

2. FEpmarfl o HARRHEE AL 1 E R

23

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_bills&docid=f:h3763enr.txt.pdf
#http://www.sans.org/reading_room/whitepapers/legal/1426.php
% http://www.coso.org/publications/executive_summary_integrated_framework.htm
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3. EHIEH) > HEEECRNIAER |
4. HREEEN > RfRHEE SR ERAVEN - EHE A B MRS B TAYE

aflgRid

5. B2 EEEERIMIENR 2 DU RS A NS H S 58S
DL _EFrii > COSO ZEf&R1 COBIT ZEf# Byt FHAIH & SOX HyZEK -

R RIS ER R EAEAE (HIPAA)

FEEFY 1996 FHE H 0V frbg A L E(FAZ ( Health Insurance Portability and
Accountability Act, HIPAA) » B3t sKECE ERSAEA T L > (@REE Orba Orbe i &
HYRTEER M (Portability ) FIFF&E M (Continuity ) - HFjRE - FEBRATE FHAVIT Reds 2k
TEMERE (R - EisREE R T AR E” - IDAERET 7 EEEE TR 2L
FRAZU S HEERFENUS RRAVREE - (REEHRA - N EFIISITFRK - BT
FERSERTERIEE - RN B R R AL VRS JIFIFR K -

—EEE R AR AR A - FREESEHENEEVEE ~ R E e rrERE b > DU
PREERAVSEREMERIGRE N © IO TEEE fREE NI R 2 R - Pl H 22 R
SERNE ~ RITEE FBOREIRESEE -

BT A R E A (R A ERFARE "SI ER . HIPAA [RECRE8E > W R BI AT (E 35
[58 { BE F{E A IR #5369 (US Department of Health and Human services ) 485 F#651 -

PR Z2EEIEAE (FISMA)

eI & 22 E A2 (Federal Information Security Management Act, FISMA ) ZEE]|
1A 2002 FETLAm MBI TEURAZE (Public Law 107-347 ) 19—En" > HEK AR
THU R ~ dmiITIHETES 0T (agency-wide ) 51#] » £ IR REIRIERIE Y&
(FIERZRS) TTEHR L ERIRZ - FHRHEORATT ¢

. HER IR R R R AN & R A T e R b

2. ETEBRECRIER: @ (HE IR ml (R 2 a2 /K F

3. REMEEENREETIER AT #

4. HEEAE (HEREEEN) EITIRLEHRT IS

5. BRZEUOR ~ SRR A T E FIESTAL » SRS DN EF—

R WS EE IR RS 2 P S TE)

N

® http://aspe.hhs.gov/admnsimp/pl104191.htm

http://www.cms.hhs.gov/SecurityStandard/02_Regulations.asp#TopOfPage
http://www.hhs.gov/ocr/hipaa/finalreg.html
http://csrc.nist.gov/groups/SMA/fisma/overview.html
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6. — (AT TR L BRI
7. SRR R Rr R (Rt

B AR EREE (FIPS)

Fg NIST (' National Institute of Standards and Technology ) #&3%HHHFE =1 R FHAZAE
( Federal Information Processing standards, FIPS ) #&{7 %] ( Publication Series) » ‘& &
TARERITES [ B T BT sAAERITE S [#E FISMA BLGE T R FH RIS 7% FIPS Publication
199 #4 ks Standards for Security Categorisation of Federal Information and Information
Systems & FISMA A Z& N 55— 5@ R E AV 2R #E - FIPS Publication 200 44 £ Minimum
Security Requirements for Federal Information and Information Systems FIJJ& 58 — {5l h
TTHIRZEAEAE - B4R B A & SR B SR A &et 17 ([ PR 2 AH B S 2 A (PR 22K
55 BRI 5k FOAT UM A 00 JH R R B Y IR 2 e 0 W E % K AT & NIST Special
Publication 800-53 (/2&AVIA AN RS IRZENER]) - LURTT &2 RN e (R R EK -

17 (EfRZEAHRBHEI LR T+ (a) BEEEFER]  (b) FEEAEIGR & (¢) FatilsEE © (d)
ione ~ wo A RIERZEEHE 5 (o) BCEEH  (f) FEEETE] © (o) BRI © (h) EHE
85 (1) 41 5 (§) SRR (k) ERRMEEGRE (D 51 (m) ABMRZ S (n)
JEgErAL 5 (o) ZERBARBERE  (p) ZRGHIEERIRE  F1 (q) ZFNIEHTEENE -

EHERB

7 H AL SOX BBl - FELLL - FERHITEIEBUN 3 AEE &R
PREER (Baseline IT Security Policy ) Fl1— &5 IARIEHEHRZIIFES [ - 1ERBEBURFEL
RS HPIREBITEARRSERES | MRS A BUFAENE™ I > PAER

oo L
MRS o

A BEXTEEERBCOCHHG BHERLEIEFZERNERBKE RGKEE

(Governance ) B2k - #3150 > FESREHE M —HEF R TIRERES [ - HH3
{4485 T TM-E-1 Supervision of E-Banking ; * » H iy k% 17 B HE 8 TSR TR 532470
—fEERA - SR EFREAEREHE A BRI - ARE TR T E AR iR SRR
R -

% http://csre.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf
*! http://www.ogcio.gov.hk/eng/prodev/esecpol.htm
%2 http://www.info.gov.hk/hkma/eng/bank/spma/attach/TM-E-1.pdf
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V. #177

HEZR H AT T2 o] RVE R At - (HIE LR i L UE— A5 B A > dARE
PR R ERE

AT DA E BOIHEN T — IR E PR TERIRRE - SR HE T —BRA A > R (ERR L
BB E T EN PR FESSTACGE R H AR - NS E I — 283 S S A TR
REPE—E 0y > HVERFRE R AR EBUREIES | - M B EBOREIES [
IR RPERE S ~ ST F AR S -

PRAERTEBRAT  BRSIESB TN T (Gap Analysis) » LURERE H AU RIPINI R0
B T PRERISONE ~ OB « IREHORE - DIRESRARAHERS - 15 (R 2R
1575 I LB SFRBE S THOGE T, - A B ) R RR TN - B - (BRI
SRR 2T R TR PR AT - DARERRTE B T BRI BRI IR
925 o

TERT TR LB 2 4 » SRS R PSR I — (B4 RATRTRE - i
R R e TR ACHR] - SR TR R BB - BIRAE I (R
K~ THAETERRIFR P Bk = R T
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HEPNA T2 A RV E R AR - B EE ST ARE - s ez > HATRE
P HS BT - B « TRIRZIEE R ~ BlRHEER A P ERE R EE
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