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Glossary for Information Security Terms
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Access Control System 3 ;é;ﬂ?fﬁ[j Tk

The system of preventing unauthorised access to the resources of an IT product,
programs, processes, systems, or other IT products. Some suppliers consider
preventing unauthorised users from logging on to the system to be access control.
In reality, access control should also stop logged on users accessing objects (files,

devices, etc) for which they have no authorisation.
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Active Jamming 2 B4 &

Active jamming of RF signals refers to the use of a device that actively broadcast

radio signals in order to disrupt the operation of any nearby RFID readers.
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Address Spoofing 7 fH% [F=['
It’s simply an action to forging an address. One example is IP spoofing.
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Administrative Security = [>{%{HP’

It refers to the use of management procedures and mechanisms to prevent
unauthorized access to a system.
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Adware ’F’ﬁf‘ gty

Adware is software that displays advertising banners while the program is
running. A lot of adware is also spyware.
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AES Algorithm

AES algorithm is a symmetric block cipher (encryption algorithm) that is based

on Rijndael algorithm and uses key sizes of 128, 192, or 256 bits to operate on a
128-bit block.
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Alias Hu €/|

An assumed or alternate name. Some viruses are given multiple names since

there is no real standard for naming computer viruses.
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Anti-antivirus Virus ~ %3, ’ﬁﬁj

A virus that attacks, disables, or avoids infecting specific anti-virus software.
Also called a retrovirus.
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Anti-spyware Software [U]Z[H A
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Anti-spyware software is computer software that detects and cleans spyware.
PR L ) TR 1 PO -
Anti-virus Software %’F“.T’}I?I‘[iﬁ% gt

A software that is designed to stop viruses, eliminate viruses, and/or recover data

affected by viruses.
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Antivirus Virus [[§3; ’FJ%

A virus that specifically looks for and removes another virus.
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Application Gateway & |5[F+ R

A system used to restrict access to services or functions across a firewall

boundary.
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Asymmetric Encryption ZESS7E [k

Two different keys are used with one for encryption and the other for decryption.

The decryption key cannot be derived from the encryption key.
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Audit Trail 385 E 1%
Audit trail is defined as a chronological record of system activities to enable the

reconstruction and examination of the sequence of events and/or changes in an

event.
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Authentication I%”%
A process or method to identify and to prove the identity of a user/party who
attempts to send message or access data. Message authentication refers to a

process used to prove the integrity of specific information.
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Authentication Token 3 o g

A portable device operates by using challenge/response, time sequence, or other

techniques in order to authenticate a user.
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Authorisation $Z1#

A process to grant rights to a person for accessing data or using specific

information resources.
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Availability 7’ NS

A condition in which information or processes are reasonably accessible and

used by an authorised party including timely and critical operations.
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Backdoor

Backdoor is a general term for a malicious program that listens for commands on
a certain network port. Most backdoors consist of a client component and a
server component. The client resides on the intruder's remote computer, and the
server resides on the infected system. When a connection between client and
server is established, the remote intruder has some degree of control over the

infected computer.
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Backup f?FJ (53
Copies of programs, databases and other files made with the purpose of allowing

the information to be restored if it is lost due to computer failure, virus infection

or other unforeseen event.

AU 5@?[{[\/?[ ’rl»ﬁ F[Ljﬁrj—_/[: ,+[ﬂ'\lg'=ﬁ§[g§:kfsﬂ_gr, . »S,},zfgj @jf‘uﬁ&ﬁ AL S 535551_
FOUS (43 PRI B o iR PRI e L

Biometric Identification =445 E5 A Fi#T

Use of measurable physiological characteristics to authenticate a user such as

fingerprints or facial characteristics.
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Blocker Tag IE'%‘; s

A blocker tag is a device that uses a sophisticated algorithm to simulate many

ordinary RFID tags simultaneously.
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Botnet 7B 55{fae
A botnet is a network of zombie computers under the remote control of a master.
e Al = B B ﬁfufg ST A AR
Brute Force Attack ﬁj‘i‘l IISER

Brute force attack is a technique used to break an encryption or authentication
system by trying all possibilities.
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Buffer-overflow Attack °\9-‘fE‘FiEHFEJ? SIYHR

An attack exploits a process to read in data beyond the boundary of a
fixed-length buffer, with an aim to overwrite computer memory by a carefully

crafted data and execute privilege instructions in an unintended way.
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Captive Portal TF’]%‘F'FJ £

A landing page is shown whenever the user starts a new browser session on the

wireless network from their client device.
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Centralised Identity Management & [1{™Z} {53y

Centralised identity management a model of identity management in which the

same identifier and credential are used by each service provider.
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Certificate %‘—’:Fi}

An electronic document attesting to the binding of a public key to an individual
or entity. It allows verification of the claim that a specific public key belongs to a
specific individual. A certificate is issued and digitally signed by a trusted third
party or Certification Authority.
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Certification Authority ﬁ’,ﬁ%$

A trusted authority or party that digitally signs certificates in order to validate the
identity of a person or party.

A LGB AR~ B SR I -
Certificate Management %?; ;E'{El
A management mechanism includes tasks of storage, dissemination, publication,
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revocation and suspension of certificates.
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Certificate Revocation List (CRL) %?Hﬁ’r-’jﬁ:(%%‘ !

Certificate Revocation List (CRL) is periodically issued list, digitally signed by
the Certification Authority, of identified certificates that have been suspended or
revoked prior to their expiration dates. It normally shows information such as the
CRL issuer's name, date of issue, suspended or revoked certificate's serial

numbers.
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Certificate Server & mj%%g

A server which performs the certification process of public keys.
T 2 BRI RS A S TR
Challenge / Response T3/ ’T‘;EFAT

An authentication technique used by a system/server to authenticate a user. A
server usually sends an unpredictable challenge (a set of numbers or letters) to
the user, and the client/user will then compute a response using some special

form of authentication token.
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Ciphertext J[Ii¥ %

A scrambled / cryptic content derived from plaintext using an encryption

algorithm.
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Client Authentication % £ :Hﬁﬂ

It refers to the process in which a server verifies the identity of a client before

allowing it to gain access.
TRFR AR BT R AR 5 G A o
Code Injection Attack [* 1‘151]‘:-‘1 T IVER

An attack technique to introduce code into a computer program or system to
form an unexpected action. The attack is usually accomplished by taking

advantage of an un-enforced or loosely implemented input validation process.
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Common Criteria 3]¥ [f%[F
Please see ISO/IEC 15408.
ﬁ%‘ifﬁéj ISO/IEC 15408 -

Companion Virus {% II@’FJ%

A virus that creates a new program with the same file name as an existing
program, but in a different place or with a different file type, so that typing the
program's name on the command line causes the virus program to be executed

instead of the original program.
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Compromise TF'H:’E]%

A violation of a security policy in which an unauthorised access to a system,

disclosure or lost of sensitive information may be resulted.
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Computer Emergency Response Team (CERT) ’?‘#’}I?I,Eﬂ’f;%% | R

An organisation that provides incident response services, publishes alerts and
threats, about vulnerabilities, as well as other information on computer and

network security.
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Confidentiality £ 7%

The condition in which the sensitive data is protected and disclosed to authorised

parties only, e.g. assurance of privacy using encryption or other methods.
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Control Objectives for Information and related Technology (COBIT) %Y5H-Fak
Ay

The Control Objectives for Information and related Technology (COBIT) is a
control framework that links IT initiatives to business requirements, organises IT
activities into a generally accepted process model, identifies the major IT
resources to be leveraged and defines the management control objectives to be

considered.

TR R (COBIT) Rl fRid 1T = ﬁéﬁaﬁi%%ﬁﬂﬁﬁ%% :
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Cracker ’F%ﬂf‘k[ﬁﬂzf%?{

An individual with malicious intent who attempts to gain unauthorised access to

other’s system.

http://www.infosec.gov.hk Page 10 of 62



Glossary for Information Security Terms vl Gl A

TR~ B DRI S P ¢ D (o e
Cross-certification = fEI{% 55

A condition in which two or more different certificate issuing authorities trust
among themselves by issuing certificates having the other as the subject of the

certificate.
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Cross Site Request Forgery fﬁ’f’l!'? "J*IE@J.F;

Cross site request forgery is an attack that forces a logged-on victim's browser to
send a pre-authenticated request to a vulnerable web application, which then
forces the victim's browser to perform a hostile action to the benefit of the

attacker.
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Cross Site Scripting ZS3ffiH#H= “Eﬁﬁ‘é

Cross site scripting is a flaw in web application that allows the execution of
scripts in the victim's browser to hijack user sessions, deface websites, and

possibly introduce worms, etc.
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Cryptography &5
Cryptography is the art of keeping messages secret by using different methods. It
normally deals with all aspects of secure messaging, authentication, digital

signatures, and electronic money. Cryptanalysis is the art of breaking these

methods. Cryptology is the study of cryptography and cryptanalysis.
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Cyclic Redundancy Code (CRC) f’ﬁfﬁ'rﬁﬁ,%ﬂ%

A CRC is a type of checksum. A checksum algorithm takes a file (or other string
of bytes) and calculates from it a few bytes (the checksum) that depend on the
entire file. The idea is that, if anything in the file changes, the checksum will

change. CRC checksums are usually used to detect random, uncorrelated changes
in files.
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Data Driven Attack gr5GH e =0 -8

A form of attack encoded in innocuous-seeming data which is then executed by a

user or software to enforce the attack.
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Data Encryption Algorithm (DEA)

Data Encryption Algorithm (DEA) is a symmetric block cipher (encryption
algorithm) which uses a 64-bit key. The DEA is specified by the Data Encryption
Standard (DES). Therefore, the DEA algorithm is usually referred to as "DES".

e RS (DEA) [iH] 64 &5 ViRHERE > RLEPERVS BT CPiEnsd ) -
DEA [Hgefsyrfays (DES) i » (> DEA E{TH@F{IJF&T’F?R "DES -

Decryption #&

The reverse process of encryption in which encoded messages or ciphertext is
decoded from its protected, scrambled form into original plaintext so that they

can be easily readable.
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Defence-in-Depth F&y% [ £2

Defence-in-depth represents the use of multiple information security techniques
as well as security guidelines, policies and safeguarding procedures to help

prevent a shortfall in any one defence leading to a wider failure.

AL FERLF R | 2 g A S PR A 13 ] D R BT O
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Denial of Service FFI7619f%5

http://www.infosec.gov.hk Page 13 of 62



Glossary for Information Security Terms vl Gl A

A prevention of the use of information resources either intentionally or
unintentionally, which affects the availability of the information resources.
Examples of such attacks are SYN flood, Ping O death, packet flooding and Ping
flooding.
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Detective Control fgﬁﬁjj‘ff_ﬁ}ﬁﬁ
Detective controls are used to identify undesirable events that have occurred.
(R FA R e GBI =1 % 2 o T A

Dictionary Attack F4I'"SER

Dictionary attack is a technique used to break an encryption or authentication
system by trying words that can be found in a dictionary.
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Diffle Hellman Algotithm [Diffle Hellman J[%ﬁj[]]

It is an algorithm for key agreement. The key established can be further used as

a key for encryption or other cryptographic operations.
e G St I S NS U SR 7 S gl (e
Digital Certificate Eﬁﬁ%?;
A file in electronic format in which data stored can be used to verify the identity
of the certificate owner. The certificate usually contains information such as

user's public key, name and email address.
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Digital Signature E?‘Fﬁ P

A block of fixed-length data computed with a cryptographic algorithm that can
be used by recipient of the data to verify the data's origin and integrity.
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Direct Infector i 5 [iff 2, A=
It is a virus that activates when an infected file is executed.

I PR ) A B T RO R TR B [ R

Discretionary Access Control (DAC) FI12 %éﬂffﬁﬂ
Discretionary Access Control (DAC) is an authorisation mechanism in which

users own the objects under their control, and the granting and revoking of

access control privileges are left to the discretion of individual users.

FIZ SR SN PR DRI o R T R
O LR

Distributed Denial of Service (DDoS) Attack 53 r"r’*‘J, VHEReT R s B

An attack using multiple computers to launch denial-of-service (DoS) attacks at

the same time against a targeted system.
FIRT %7 FERIpIIEL F VSR il 32 Y DoS T8k «
DNS Spoofing ﬁﬁiﬁ AR 3

Pretend to be the DNS name of another system by compromising the domain

name server for a valid domain.
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Drive-by attack [Drive-by “58#]

Drive-by attack is used by attackers who construct URL(s) embedded with
malicious scripts in a website, where the users are tricked to click on the URL
allowing the embedded script running on their web browsers and resulting in
more malignant attacks (such as downloading a Trojan Horse or sending cookie

information to the attacker).

Drive-by “SEARLIZSBAE T A5 F}ﬁru (Y B =1t %]ekxi—ﬁj@ AR
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Dropper 2 3 5=

A dropper is a program that installs a virus or Trojan Horse. Dropper by itself is

not a virus.

L ATV SEFTRE I P BR[O
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Encryption ‘J[l{-ﬁ

A process to encode the contents of message so as to hide it from outsiders. That
is, it is a process of scrambling and transforming data from an easily readable
and understandable format (plaintext) into an unintelligible format that seems to

be useless and not readily understandable (ciphertext).
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Extensible Access Control Markup Language (XACML) F'$##5(# 2 TF[] ?El?il

|
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XACML is an OASIS standard for expressing policies for information access
over the Internet using XML. It is based on the access control matrix model
and allows for defining authorisation rules for each element of an XML

document, or the document as a whole.

i PR IR (XACML) R OASIS ') XML A 7 = Jiff (5 EL
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Error Log = FEI.%&

The log which records all the errors encountered in a system.

G 25 B AV
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Faraday Cage 1+ 3¥ 5788

Faraday Cage is a container made of metal mesh or foil that can shield an RFID

tag.
i ovEERL- WM& B SHTTES ~ | %’%bﬁﬁ?ﬁ’%ﬁ f R dE R RFID AR EAUEEE -
Federal Information Processing Standards (FIPS) E:Tni‘[ e YSHELRIEE

The Federal Information Processing Standards (FIPS) Publication Series of the
National Institute of Standards and Technology (NIST) is an official series of
publications relating to standards and guidelines adopted and made available
under the provisions of the FISMA.

11 NIST S SEOFASTRCEANE (FIPS) FIURLH I » P AL FISMA
Bl R B O AT "F‘UT?L%WTF, 9 -

Federal Information Security Management Act (FISMA) E?f’aé[f";’f?-i%'__? ‘F’ffﬁli}:
ﬁ__—*»

FISMA is a part of the US E-Government Act (Public Law 107-347) that became
legislation in 2002. It requires US federal agencies to develop, document, and
implement an agency-wide programme to provide information security for the
information (and information systems) that support the operations and assets of

the agency.

FISMA kL3 B! E-Government Act (Public Law 107-347) fiu— Sﬁﬂ 5 2002 =F b
B o VRS BTR EE F S USRI R (P
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Federated Identity Management Eﬁ‘ni:[ SEp iy Avs

Federated identity management is a model of identity management in which a
group of service providers recognise user identifiers from one another. A

customer of one particular service provider could access all services provided by
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another service provider in the group with only a single identifier.
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File Infector Virus ﬁ?i’ﬁjﬁ%

It is a virus that infects executable files. Usually, the virus will get control when
the program is first executed. In most cases, the virus will return control to the

original program after it has completed its own execution.

I
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HEF lphaflﬂﬁru@#\ [l RUE PR
Filtering Router IRz 183

A router or system that selectively permits or denies passage of data packets

according to security policies.
~ AR T e AT O ER R SR S R S o
Firewall [%’ }’f"ﬁ

A firewall is a system or combination of systems that helps to prevent outsiders
from obtaining unauthorised access to internal information resources. The
firewall enforces the access control policy, i.e. permit or deny, between two
networks. It provides a single point where access control and audit can be
imposed.
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N/A
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Hacker F %

In computer security, a hacker is someone with a strong interest in understanding
and manipulating computer systems, and specialises in work with the security
mechanisms for these systems. Nowadays, it is most commonly used by the

mass media to refer to a person who maliciously uses computer knowledge to

gain unauthorised access and cause damage to computers and data.

TR TR B RS R R OIS R *—*W”CW“
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Hacking Kl % * 5

Hacking means illegally accessing other people's computer systems for
destroying, disrupting, stealing files or carrying out illegal activities on the

network or computer systems.

BUK EURALRE B - ORI R - TSR R 5 SR TR
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Hardening §F1 [~

Hardening is a process to secure a system, including an operating system or
servers such as web servers, by removing the unnecessary system components,

disabling unnecessary services, tightening the system configurations, etc.

SR AR L PSR ﬁﬂf—FﬁE Elf?ﬁ]ﬁél SRR (I SR ORI (IS -
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Hash FE=fHEr
A one-way algorithm which maps or translates one set of bits into another
(generally smaller) in such a way that the algorithm yields the same hash results

every time for the same message, and it is computationally infeasible for a

message to be reconstituted from the hash result. Also, two different messages
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cannot produce the same hash results.

it I PRSI [ G0 KA R GRIIRLIE T ) POy T - s a
fHH I?IFIFJFIJ[ ﬁ?’“}’%m@\f P ”7 P I HEH;@ ﬁ’fﬂ@?‘"@ﬁ IIF:Z'%EL" =t
it Il EJIF,EJT Frﬁ AR gt

Hash-lock ¥&=[HBrE

Hash-lock is a hash value (or meta-ID) of the corresponding key that lock a tag.
S FCSERLA SRS P11 7L (9 meta-ID)

Health Insurance Portability and Accountability Act (HIPAA) (B @ [f1 7] %
fEER

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 is a
US law designed to improve the portability and continuity of health insurance
coverage in both the group and individual markets, and to combat waste, fraud,

and abuse in health insurance and health care delivery as well as other purposes.

F_BIFT 1996 F ﬁjﬂ{g’fﬁi@ [ [~ (23R (HIPAA) EI\F%‘?F} F&IE'H&"S’% [RAE
FE A e s s (50 e i {Hi72 1% (Portability ) ﬂiﬁ?@l‘% ( Continuity ) » =' [}
THFY ~ FERANE AT LR 4 (R e~ B R e R 3 e

Heuristic 3%

This is a technique for assessing the probability that a file contains a computer

virus.
R (IR R e
Hoax (41 S

This usually consists of an email message warning recipients about a new and
terribly destructive virus. It ends by suggesting that the reader should warn his or
her friends and colleagues, perhaps by simply forwarding the original message to
everyone in their address book. The result is a rapidly growing proliferation of

pointless emails that can increase to such an extent that they overload systems.
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%ﬁ%ﬁwﬁmﬁwwu MR S0 I Lo S M BRI — Ay i
SRR %ﬁ%%ﬁﬁ%@? s 9, BT LD ORISR
ﬁmFﬁhﬁﬂ%%wWﬁf*“‘?%’gﬁgmﬂwéaﬂﬁ“ﬁﬁﬁwﬂw
A R R RS -

Honeypot ?ﬁﬂ Tk

A honeypot is a decoy system put on a network as bait for attackers. The
attackers believe the honeypot is a legitimate system and attack on it, without

being known that their activities are being monitored.

TR ARRL LA [T BT » £ B VAL U R
[P BBk P T S BB

Honeynet F?}?TF]?}%?E?

In a honeynet, a network of honeypots is connected to imitate an actual or
fictitious network. It appears to attackers that many different types of

applications are available on several different platforms.

AT IAERERLGTS 97 = A 5 [afact - AL MR o1 W A st - A ol o -5
HET W P IAIRST {0205 R R

Host-based Scanner = %ﬁﬁlﬁﬁ\ i
Host-based scanner is installed in the host to be scanned, and can direct access to

low-level details, such as the specific services and configuration details of the

host's operating system.

= BRI PR gﬁ%lﬁ}ﬁﬁﬁé RN TN NIE: 25 3= 36 ol vl SRS &7E0n
(B Ay S Fti‘%j}‘bflfél';pﬁ‘“

http://www.infosec.gov.hk Page 23 of 62



Glossary for Information Security Terms vl Gl A

Identity Management Eyf}]“g‘ffﬁl
Identity management is a management process of deciding who should have
access to resources, and to what resources; providing, changing and terminating

such access when appropriate; managing the process and monitoring it for

compliance with internal and external policies.

VI JERAL WTESIPE - HOSET (SR ) A P ey
N zlr@ﬂ[*xoipgy; F'}%l—@ ﬁﬂ@?ﬂ‘@% » I ]"J Fl[ FF[%[I/PEHJH °

Inoculate i) Z5H

To generate information or data about a file that can be used to verify the

integrity of the file at a later time.
EFFI l%&ﬁyé{ﬁj PR B [i?‘ﬁuaﬁﬁfa Vi :jzi? o ;gﬂ;ﬁij R o
Injection Flaws 57 Qil%l![‘

Injection flaw is a flaw in web application that allows an attacker to trick the web

application into executing unintended commands or into changing system data.

B3 SRRLAR 0 AR O P PLRLS S i P £ e
Y B 5 -

Insider Attack [‘j‘f‘ﬂt&@
An attack originating from the inside of an organisation.
IE VR s B
Integrity %j?!?[‘_ﬂf
A condition in which the data has not been changed or destroyed in an

unauthorised way, such that the current state is identical with the original state

before transmission.
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WL VA T B A A R T A L ) S OB A R O, L, B 1 B A R e B iy
BT R AR BBAH ] -

Integrity Check %@ﬁ’l‘i’iﬁﬁ

A mechanism to verify that the present state of data has not been tampered or

modified, often using digital signatures or hashing algorithms.

LI AU P ETELS B R SSORS i — 4RO R A
PRSI -

Intrusion Detection ™ (3 HT3H]

A method or process to detect the break-ins or attempts to attack via the use of
software systems which operate on the network. Intrusion detection systems
often combine the network monitoring with real-time capture and analysis in

order to identify for attacks.

SHBHIN e SB(O F RIEO " B TR ik
FAH o [gmgu ﬁ@ﬁ:%ﬂv ﬁ_ e T fJ[E\iJ—:qr%k’xj} ’E{fjﬁrﬁ: )
VIS H R ST BRI -

Intrusion Prevention System (IPS) 75 * 4575
Intrusion prevention system (IPS) helps to detect if there is an attack happening
on the network. IPS also provides active response to stop the source of attacks or

to minimize the impact of the attacks.

st RIHETEAE (TPS) RYZD [ERfIafgRs Foss Bl - 20 = Ef il s B
s JFP[F FIO Yk (RIS HR rTi[HJ IR o

IPsec (IP Security)
IPsec provides interoperable, high quality and cryptographically based security

services for traffic at the IP layer, such as authenticity, integrity, confidentiality

and access control to each IP packet.
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Psec 5= SRHA (IP layer) Fi9 0] » $iA =11 ~ fydevh ) ik L e
W5 > DA ~ R ~ (k) W (1P ] O -

ISO/IEC 15408

ISO/IEC 15408 is the international standard that is commonly known as the
“Common Criteria” (CC). It consists of three parts: ISO/IEC 15408-1:2005
(introduction and general model), ISO/IEC 15408-2:2005 (security functional
requirements) and ISO/IEC 15408-3:2005 (security assurance requirements).
This standard helps to evaluate, validate, and certify the security assurance of a
technology product against a number of factors, such as the security functional

requirements specified in the standard.

ISO/IEC 15408 F=fIR B~ 4R K[ (11T (CC) - 847 = (157 © ISOMEC
15408-1:2005 (/i A1 4= k) ISO/IEC 15408-2:2005 (A4 == fersf )#1 ISONEC
15408-3:2005 (o IR 8 ) = SRS E 2 i~ E@fﬂ?i?‘ﬂﬁﬁ:ﬂlﬂnw e >
B R kL éﬂj ia:f EJF;W* BRI A g s ©

ISO/IEC 27001:2005

ISO/IEC 27001:2005 is an international standard that specifies the requirements
for establishing, implementing, operating, monitoring, reviewing, maintaining
and improving a documented Information Security Management System (ISMS)

within an organisation.

ISO/IEC 27001:2005 BEEAEYERLBFR 1 fF (~osr il i #5 (ISMS)
BT AT - R T - R R -

ISO/IEC 27002:2005

ISO/IEC 27002:2005 is an international code of practice for information security
management, and is intended as a common basis and practical guideline for
developing organisational security standards and effective management

practices.

ISO/IEC 27002:2005 Ti* i ER Y7 (b BRI (et BOssy Ffl » =0 S K 3 S
R AR ALTE SR R PR RU (= HOS5 R A
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Isolated Identity Management &= =) f}}?’fz’ﬁl

Isolated identity management is a model of identity management which requires

that each user possess an identifier for access to each isolated service.

RSP G FRRL Y By RO P PR Rl TR Shpies”
S R S AR R -
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Kerberos [Kerberos 3= 55%)

A ticket-based, peer entity authentication system that uses passwords and

symmetric cryptography to provide access control service in a client-server

environment.
SElL T RFELHAE [ b A% - ({7 AR - T T (Rl
A OB U] i S A 5 -

Key Distribution System JHfER= 57 3 758

A security facility for the purpose of generating and distributing key in electronic
form.

BB AT AR %F”ﬁki f%r

ye

T G

An arrangement for storing cryptographic key under the custody of third parties

'_"'llll

Key Escrow |

so that the key can be available and used in special circumstances

TS R RSO TR I (T R

Key Exchange 3‘,11'515‘}21

A mechanism that use cryptographic algorithm such as Diffie-Hellman algorithm

to securely exchange key keys between two entities

0P T T Diffie-Hellman B (ORS il > % % B S -
Key Generation % % ElfJ{ffﬁE,E
A process of creating a sequence of symbols that would become a cryptographic

key.

7 2 TR i I RS R -
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Key Length {fﬁ@%@ﬁlﬂ;‘%@

The number of symbols that compose of a cryptographic key. Usually it is
stated in number of bits.

SRS R SR e
Key Management {ffﬁﬁ,@flﬂﬁffﬂ
The process of storing, managing or distributing keys to authorised parties.
i - AR5 B R -
Key Recovery HiRREFVIERL

A process through which the value of a cryptographic key used for cryptographic

operation can be obtained.
ISR RS R
Keylogger S [H[HRAE
Keylogger is a device or program that captures activities from an input device.

Malicious people can make use of keyloggers to capture personal information

being input into a computer system.

SIS RIS o 2 (S T - 1 R -
AR AT S FEVIR ST AR T TV -
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Least Privilege Principle & ‘| f&[UELE]l

Least privilege principle is a concept in internal control that includes restricting a
user's access (e.g. to data files, to processing capability, or to peripherals) or type
of access (e.g. read, write, execute, delete) to the minimum necessary to perform

his or her duties.

| SRR P77 BSEEOM AT CHTnge
- FRRHEHS 9 ) s ﬁ(ﬂ%% BT EIR) - B
T B O (S -

Logic Bomb ﬁi*‘l&éﬁ

A piece of code left within a computing system with the intent of it executing
when some condition occurs. The logic bomb could be triggered by a change in a
file, by a particular input sequence to the program, or at a particular time or date.
Logic bombs get their name from malicious actions that they can take when

triggered.

AL - BRI 11 SR R B - g L
I ﬁﬁlﬂiﬁﬁi' . qfi.J H[jf{fji@:&‘ﬁg}ﬂ ﬁzzj“ R ﬁy-&'ﬁj ;\L;FIUE\JJE Féﬂﬁg [ o iﬁf‘”ﬁﬁﬁhﬁl[ﬁ‘ ‘E/I%E
TRLNET 5 ILEE%TE NELS e E'gp ﬂ‘

Logical Control }ir‘-‘ﬁ‘f_l:}ﬁij!g

It refers to technological control using passwords, encryption, protocols,

anti-virus software, firewall, etc.

R ST » IR - 0 - R - R - YR
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Macro Virus =1 & ’Fjiy

Macro virus is a program written in the macro language which is provided with
some software applications (word processors, spreadsheets, etc.) To propagate,
macro viruses exploit the capabilities of the macro languages to transfer

themselves from one infected file (document or spreadsheet) to another.

SV SR R B AR R o S B A (i/['?i’ PR IR
FEET) SR SR - D8 P‘“{ﬂJ; SRR e (AR (Y PR
BRI ) = bl R DIEE R

Mail Bomb ’FE'T“EIVEQE

A mail bomb is the sending of a massive amount of email to a specific person or
system. A huge amount of mail may simply fill up the recipient's disk space on
the server or, in some cases, may be too much for a server to handle and may

cause the server to stop functioning.

FHEPRLAR S~ L - P R R e S BB R IR SR
E AR T IR EORERR T 9 S - 1 R S
S

Malicious Code Attack %{‘Eﬁiﬂ?"ﬁﬁﬁgl

Malicious code refers to viruses, worms, spyware, Trojan Horses and other
undesirable software. Attack made by using such software is to cause disruption

either by deleting files, sending emails, or rendering the host system inoperable.

B AR I Wﬁﬁé{ SR A R ﬂ*’T AL o FIP =1 e (B
ot - FEE PR AIR SRR 2y 2 4 e R (g 7 e«

Man in the Middle (MITM) Attack [[Ift] * =58
A man-in-the-middle attack (MITM) is an attack in which an attacker sits

between two parties (the sender and receiver), captures and modify the

communication messages of the two parties, and then sends the modified
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messages to the two parties.

SFERMEKTE S (LR EABEE ) I EIv [SdEE E[fji_ﬂlng_k [ﬁ Bl JREFS (S
El'yglfﬂr‘}glfj fﬁ EI\?U%@ s 7L IEEH'FEH e

Mandatory Access Control (MAC) §F{ﬁjﬂ1§ éﬂ—"fﬁﬂ

Mandatory Access Control (MAC) is an authorisation approach in which access

to objects is based on the sensitivity of the information contained in the objects.
S LR S LRLPE RS 0 785 » [P S SR Y e
Message Digest fﬁ R

A compact representative of a message that is created by a cryptographic

algorithm. It changes with the original message.
FUSTRCE 5 AR SO - R RO (R RV I -
Multipartite %7 ;5 ZJ¥g ﬁfﬂ

A multipartite virus uses more than one mechanism to infect, such as combining

the capabilities of both boot sector viruses and file infector viruses.

SRR (7 RO ARSI TR P BB R 2 e
R R 1 <
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N

Network-based Scanner Q’fﬁi’ﬁﬁ'ﬁﬁﬁf&#

Network-based scanner is installed on a single machine that scans a number of
other hosts on the network. It helps detect critical vulnerabilities such as
mis-configured firewalls, vulnerable web servers, risks associated with
vendor-supplied software, and risks associated with network and systems

administration.

'fﬁm#'ﬁﬁj Ii{::mf:{ Y EETE sz[;ﬂqﬁ - Fﬁhﬁf}ﬁl—ﬂ o W R o
VI (FITRET T I g ) R ST B (0 R O 1
O [ Wi "?ﬁﬁ{lﬂlﬁ‘ﬂj EENGEE

Non-repudiation 7’ _F“II% E

Provide proof of the origin such that the sender cannot deny sending the message,

and the recipient cannot deny the receipt of the message.

FERCR ORI I T R TR R EL T 0 i I (R L
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(0)

One-time Password [ |- 5 HHS

A password which is generated and used only once for authentication, and will

not be reused in next authentication.

WL % B = R - - VR T ORI R -
Open System Authentication Ff[hv=".% "{JZF,Q—EJ

Open System Authentication is the default authentication protocol for 802.11
standard. It consists of a simple authentication request containing the station ID
and an authentication response containing success or failure. On success, both

stations are considered mutually authenticated.

FEh= 225 ,qﬁgi_ 802.11 fﬁ«éphpﬁ o SRS cp 3 fiﬁﬂﬁi TRl T
,;EEID fpwj g SR ﬁjwﬂ B g |":~f’J‘]'EIF§«JfFJF
l"“ﬁF ’

Opt-in Approach #F| ZHEFoHY

It is an arrangement that requests a sender of promotional messages to provide
recipients with some means to take affirmative steps to permit the sender to send

promotional messages.

R SR e
5§L HEE, 'F"E‘ o

Rl AR TR [ %[Hggq’rfﬁﬂgaﬁ.ﬁﬁg 2o DRI s

—”ml

Opt-out Approach % ®| /ZEETH T3
It is an arrangement that requires senders of promotional messages to provide

recipients with a means to inform the sender if they do not wish to receive

further promotional messages.
:‘Jlﬁl %‘T‘#?‘ F; RS T H AR [ %IF“;:EUF} I ?{rﬁf':ﬁfn Pl Llﬂwrl EL :3‘? o
Overwriting Virus %F@,’yﬁ@
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This is a type of file virus which overwrites the contents of a target file with its

own code, destroying the original contents of the target file.

ﬁ;@ﬁ% 3670 E ,’x@gg{i SERE 7 & SNl #w %%ﬁqpﬂgq[ FL
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P
Packet Filtering /| &/ iﬁﬁ’ﬁiﬁk

A type of filtering to permit or deny network traffic based on the data source,

destination, service or protocol of the data packets.

— FEIfS @%@ﬁ%{J &y F[U@ﬁ%?ﬁéi’ﬁ s PRy - ﬁﬁ%”%‘ﬁ‘}#ﬂ%’%ﬁfj@ Vel HF rt,f_f {&Jﬁ\/;‘gqél
;[ﬁj [,Elﬁ%ﬂ NEGE A

Packet Sniffing /| S BV

Packet sniffing refers to the collection and examination of data packets as they

transit over the network.

) eIV ] @H%ZEIJ 'i'll—ﬁ"l RET Flﬁ‘{ﬁﬁ1%'j]§‘ ﬂ:b}ﬁ °

oy . ._—_:'J.& %
Parasitic Virus fir 2 ﬁéﬁﬁ_,;

A type of virus which changes the contents of the target file while infecting it.
This leaves the original contents of the file completely or at least partly not

usable.

lﬁtﬁrﬁ F'i SO AR R f“ RSS! ﬁ#‘u ﬁ‘/ﬁ‘h]mii i
B

Parking Lot Attack [FIH-5E
Parking lot attack is an attack against wireless network in which the attackers can

sit in the organisation's parking lot and try to access the internal hosts via the

wireless network.

Pl S AR LSS RG-S B o BRI LR L 8 T SR R
B P AT A -

Password {’1‘,‘@5,
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A private and unique series of numbers or letters which enable a user to gain

access to a system or service. A passphrase is a longer password.

~ RERL R ORR OB R BT 2P R IR - R R
ﬁ%o

Patch {SHFH"

A patch is a program that repairs a bug or a security vulnerability of an existing
software.

(R PR TR R SRR o o AR SRR TR -
Payload ’F'gei%‘ Ik

This is a term used to describe the activity initiated by a virus. Typical virus

payloads include displaying a message or deleting files.
At e = l%?ﬁ’”ﬁ%ﬁfﬁ’?f‘ﬁﬁ’?% - AR SRR (R R PIRRAER -
Pharming SH{

An attack redirects users to a bogus website such as fraudulent websites or proxy

servers, typically through DNS server hijacking or poisoning.

S IR UYL DNS (T » #1219 [ A G e
B -

Phishing (% [/Feg
Phishing is a kind of social engineering attack that tricks legitimate users into

revealing private details, such as e-banking login names and passwords by using

e-mails or fraudulent websites.

er 155~ k2 %E UTSER thgtl;:g;“n ﬁﬁ[#‘ﬁ"ﬂ’k ;ﬂQ[ﬁ’F’J‘, 5! [?}Eg .}4& .
ELJ:TIVﬁ_IéH | lﬁgﬁf LR l’ﬂi/[' ﬁ_[—%\L,q AT f/;gﬁ[ %ﬁ?

Plaintext ”F’l‘«l/
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A message text or data that is freely readable and understandable by anyone.
B 7 VRS 0 0 KL s
Polymorphic Virus %J[ﬁ?wﬁﬁj

A type of virus that changes its telltale code segments so that it "looks" different

from one infected file to another, thus making detection more difficult.

AR AR S O RR I e TR B TR
FOR H  »  (ERIP -

Pretty Good Privacy (PGP) [PGP #H=V]

Pretty Good Privacy (PGP) is a computer program that uses cryptography to help

secure data in electronic mail and other applications.
PGP L™ | [ T S 2 5 A s S -
Preventative Control iﬁﬁﬁﬁ}ﬁ%

Preventative control aims to deter and avoid undesirable events from taking

place.
SRR PR O R Tt R R e
Privacy Enhanced Mail (PEM) i E[%[REF1F

Privacy Enhanced Mail (PEM) is a standard for secure exchange of electronic

mail including message encryption and authentication of senders.
SETSEER WS FALAR P * 915 KLt o Rt -
Private Key #. * ”;f,ﬁ%@

A data file storing a mathematical key which is assigned and known only to a

single individual, used for creating digital signature and decrypting messages
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previously encrypted by the sender, using the individual's own public key.

TR U IR R O, U R IERL L T e ) e P
IV G T AV SRR A SRS S S B
P KL -

Proxy Server {2 755

A system that can accept or reject the connection of a user to the target

destination with some kind of rules or authentication mechanisms.
s AP L TR 48 <5 AR R O 5 -
Public Key ﬁfjiﬁﬁﬁg

Asymmetric cryptography involves a pair of cryptographic keys for each user.

The component that can be made publicly known is the public key.
B P IR - ERERRET RES RPN > %EJEIUEF"H‘I}VE £ BT AR RS
Public Key Cryptography Standard (PKCS) ** ﬁﬂ},ﬁ%@{ﬁﬁﬁ?@%

A series of specifications for asymmetric cryptography applications published by
RSA Laboratories.

[ RSA YRR B o~ (T S e R o -

Public Key Infrastructure (PKI) *° ﬁfjlf,ﬁﬁﬁlﬁ@@?&
A Public Key Infrastructure (PKI) consists of protocols, services and standards
supporting the public key cryptography applications. It often includes services

and protocols for managing the public keys through the use of Certification
Authority.

IR L HEE ALY 1§22 BB i I | PR IR R o
P,E;[r% , IEJF.J Ep}‘ﬁiﬁiﬁﬁ,ﬁ%ﬁ&}%@mﬁ Fﬁj%ﬁ%ﬁ;ﬁﬂﬁﬁi‘%ﬂ[tﬂ;@ o
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R

Reactive Control ’T,;E@Ek}‘ﬁjﬁ
Reactive controls are used to respond to undesirable events that have occurred.
’fﬁzﬁ“l‘ﬁﬁﬁ? SHIP PR =18 & pu ‘I‘E’ﬁj’l‘ﬁg b e

Registration Authority ?EP‘J%$
An entity trusted to register other entities in applying for certificate and revoking

their certificates. The authority may assign each applicant a relative

distinguished value or name for the new certificate applied.

- PRIRRFOBSA - 1 T R O VRS - R S £
FIGH * EFEF Rt T SR ST €7 -

Remote File Inclusion &EAHY {F & FA'

Remote file inclusion is a technique used by attacker to include hostile code and

data to a web application.

SRR AR I B GO SRR A SR S DR R
Replay Attack [|REE

A replay attack is an attack in which the attacker intercepted a communication

session from a legitimate user and then repeated in a later time the captured

session in an attempt to impersonate the legitimate user.

FIES BRI B i e £ 18 7 T8V RGP AR P

o
Repudiation _F‘\I P_%”P_f[:

Denial by an entity involved in a communication / transaction that s/he has

participated in the activity.
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Rivest-Shamir-Adleman (RSA) Algorithm [RSA ‘J[l{'{aﬁ}:]

RSA (Rivest-Shamir-Adleman) is an algorithm for asymmetric cryptography
invented in 1977.

RSA (Rivest-Shamir-Adleman ) [k 1977 & G HiH G AP IHE -

Robot (or Bot) &3ER

A robot is a computer program that runs over the Internet to perform specific task.

An example is search engine robot that searches the web for content and links.

WEIRRL S SRR MR I IR - R SRS AT

Rogue Device f@r%‘ﬁpj
It refers to devices introduced into the network that are not authorised.
S o R -
Role-based Access Control (RBAC) FLF*E] Flil%’é;ﬂ'ﬁ‘jﬂ
Role-based access control (RBAC) is an authorisation mechanism in which

access decisions are based on the roles that individual users have as part of an

organisation.

FEE ORI RL AR - R AR S AR RS e e
Rootkit

A rootkit is a program/tool designed to gain the root / administrator access of a

system. It often refers to that of malicious intent without going through proper

authorization and/or authentication processes.
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Rootkit fl— FEFEFE /7 51 B[l IV S AVELE 158 F2E ) (345 M < Rootkit
AR R DR R/

http://www.infosec.gov.hk Page 44 of 62



Glossary for Information Security Terms vl Gl A
S
Sarbanes-Oxley Act (SOX) 1} #F %

Sarbanes-Oxley Act of 2002 (SOX) is a legislation enacted in US in 2002.  This
act is also known as the “Public Company Accounting Reform and Investor
Protection Act”. The purpose is to protect investors by improving the accuracy
and reliability of corporate disclosures made pursuant to the securities laws, and
for other purposes. This regulation affects all companies listed on stock
exchanges in the US.

VH e R LS BT 2002 FF ARk 7] 1 4 B ELT Public Company Accounting
Reform and Investor Protection Act j» £ ¥ [ LG il %‘3 i%iqj’%?j AL PR
TEMEAIR If P (R o R [ o P TIRYE o AE | T S
ST

Scam Email 3R Z[{F

Unsolicited email which is deceptive and deliberately fraudulent in nature,
leading to infection by viruses, identity theft, or even financial loss if instructions

described in the messages are followed.

F A S IR 20 f‘éi fﬂFl* SRR S R R R
B9 53 o YN RSB ISR o lﬁléﬁ}l@”f\“’ﬁgj  EpDTHAN = RECE
4%

Seals of Approval ¥ | 'F]'F, =

Symbols of security granted by an independent audit organisation to assure that

proper security measures have been put into place.

Fi= B R o ’f@q' I IREES ?ﬁ*ﬁ FRAS ﬁ’g AR %i}ﬁ
Secure Channel {3 3E

A communication path which can provide some means of protection from

security threats.
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Secure Multi-purpose Internet Mail Extension (S’MIME) i 14 /% *ﬂJH.. z E;I"a fﬁ
SR

Secure Multi-purpose Internet Mail Extension (S/MIME) is a specification for
encrypting and authenticating MIME data using public key technology.

Il b = s N S L INERR ST SRl e Sl
n—%pfjtﬁyfﬁ °

Secure Sockets Layer (SSL) [’ﬂﬁﬂfﬁ:ﬁp et

Secure Sockets Layer (SSL) is a protocol designed to enable encrypted,
authenticated communications across the Internet. It is a security layer between
the application and transport layers, which protects the application-layer
protocols such as HTTP and is transparent to application developers or users. It

provides privacy, authentication and message integrity.

ﬁ%%ﬂﬁﬂ?ﬁWJJWﬁmﬂ*%ﬁ@%wmﬂw?ﬁﬁ§W$%%WWﬁ'
T AR | Fgﬁq’aﬁgﬁ@ﬂxf I G s ?p“’¢ f:ﬁ”lgr,?tﬁ;@ ) Tﬁjéﬁ'

R RH A O B A R e (UL e R [‘%H?’JE*DP&A%
lr[‘Fu[jhﬁ—%EI%T‘vﬁj e

Security Assertion Markup Language (SAML) 4= ﬁlfgﬁelnﬁ_ﬁl%

SAML is an XML-based framework from OASIS for communicating user

authentication, entitlement, and attribute information.

F PFEJ? iﬁf (kL OASIS £f{HE ]+ ll?iﬁg; SHREAVETE (attribute ) £YFVHY XML

o

T
35 lH>

Security Incident ({3 IFLF

It is any event that could pose a threat to the availability, integrity and

confidentiality of an information system.
T B R YR TR B B R S B PO ES [P T -
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Security Management System {4 #y=R! %5k

Security management systems are responsible for controlling access to network
resources, such as functions that enable the changing of passwords and alter the
identifications and security classes of communications channels including

integrity and resilience of the management capability.

(W R R P}ﬁjﬂ}% SRS IR R ~ R p R RS p RS A
FRIITIRE » WS TR R A -

Security Policy [’J}H/fi'rﬁ

A top-level directive statement that guide and determine decisions concerning

security in a system.
P [ HOE R S e iy et Mo
Security Risk Assessment {5 Ilq%?r-l' |'Fr,

Security Risk Assessment can be defined as a process of evaluating security risks,
which are related to the use of information technology. It can be used as a
baseline for showing the amount of change since the last assessment, and how

much more changes are required in order to meet the security requirements.

PR ™ B P BV R (S B TR T L B R ff i R
froglye » gg e 2 DIy RS E D ot -

Segregation of Duties 375557 ~
Segregation of duties is a concept in internal control that requires critical

functions to be divided into steps among different individuals so as to prevent a

single individual from subverting a critical process.

5553 1 Rl AL R IOREE SRy E e I ST I IR - E
Rl TR R b k’gﬂr%up < o

Server Authentication fﬁ]ﬁﬁ%ﬁ‘?;’%
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It allows a client to identify that it is communicating with the target party, not a

malicious third party.
e PR R - T R O A= Y
Service Set Identifier (SSID) ﬁﬁi‘%ﬁ%@ﬁ&ﬂﬂﬁﬁ

Service Set Identifier (SSID) is a configurable identification that allows wireless
clients to communicate with an appropriate access point. With proper
configuration, only clients with the correct SSID can communicate with access

points.

U LRI (SSID) RLfir R IR R - <A T IR UL i
A FRIBEIRY o PRI T Tt T SSID ({2 S B -

Session Key ﬁﬁlﬁjﬂ,ﬁ%@

A session key is a symmetric key which encrypts a message or session, in order
to protect data during transmission. It is created at the beginning of a

communications session.

S ALEPATHE « 11 RECITE » (00 PO SR S
FERL T B 5% 1 S 7 2 0 -

Shared Key Authentication 53 H=¢ "f,ﬁﬁﬁl?af%

Shared Key Authentication is a standard challenge and response mechanism that

makes use of WEP and the shared secret key to provide authentication.

3 HEERRRLR ) WEP AU I RO - " e

= ¢
Shoulder Attack ’H%;'I
Shoulder attack is an attack in which attacker might be able to observe what one

types and hence steal the password by direct observation by looking over one’s

shoulder, or indirect monitoring by using a camera when one types in his
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password.

TSERH TR r[ﬁjgfx L%ﬁgﬁgj‘ ) riJE” qﬁ’l,ﬁijﬁ[g@ Fﬁ%’xJ ]"J‘ F'\/JE@'}%%@%
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Simple Key Management for Internet Protocol (SKIP) [EH#1 [f,ﬁ[%ﬁ‘g‘ﬁ%lfﬂ 54

Simple Key Management for Internet Protocol (SKIP) is an authentication /

encryption system that secures the network at the IP packet level.

TR PP PR RL TR S TP | o W e iiera s

Hio

g

Single Sign-On (SSO) ?ff 5l

Single sign-on is an access control mechanism that requires a user to login only

once and be authenticated automatically by all other service providers.

Bl AL A VEOREPTE T - SR VIR O
ﬂrﬁf/}?lj# 15 J/IJJ

Smart Card "Fﬁlﬁt—f?

A tamper-resistant card with a chip storing an encrypted password or the private

key which makes it difficult to be sniffed or stolen by the intruder.
e REIOIEIR BRI [ BRI, R
#l -

SMiShing (Y FF:'I FER

SMiShing is phishing by means of Short Message Service (SMS). Similar to the
Internet phishing attack, attackers are attempting to fool mobile users with bogus
text messages that connect to websites where malicious codes can be

downloaded to their mobile devices.
SMiShing FLF[[H [FaF S /7Y (T e - L Hﬁ*ﬁ?ﬁ‘g‘ﬂ VI ERERRCSEMET]
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Social Engineering n?i-ﬁj #H

An act using social interactions such as lie, play acting or verbal wordings to
trick legitimate users for secrets of the systems such as the user lists, user

passwords and network architecture.

I = D AR ~ ISR gt S SRR 1 R U R S
E“[?[Fﬂ s B %ﬁ?ﬂhﬁ??ﬁ?ﬁﬁ%

Spam EFEFHEL

Spam refers to bulk unsolicited electronic messages sent in the form of e-mail,
fax or short messages, etc. regardless of whether the recipients have given any
consent to receive such or even after the recipients have requested not to

receive such any more.

W T R T ISR N TR RIS SRR R R SRR
™ PP o 20T~ R Y FEERHIR S /éf Tyl BFEL -

SPam over Internet Telephony (SPIT) Attack ?E%Ea{ﬁ;hé‘ [I'Sr$=

SPIT is the spamming which targeted at VoIP. It leaves unsolicited marketing

voice messages at the target IP phones.

¥%§§“ﬁ7é%;wfyﬁﬁiﬂjp | VoIP {Fji3% (spamming ) H' 3% » 7 f 8 IP F_fI:IHHVJJ—L El=
r‘g\ﬂﬂiﬁfijﬁuuﬂjﬁ Bl e

Spam Honeypot F5if i3 fr2h 6

Spam honeypot is a honeypot designed to attract spammers to attack, and hence

to study spam and email harvesting activities.

AP e A S 1 N T e [ PR T
PUHIY LT,
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Spammer 5% ?&?Iﬁfﬁ

Spammer is a person who sends spam messages.

Tl P2 B kL g DR LY ©
SPIM

SPIM is a spam spread via instant messaging (IM). It is sometimes called IM

spam.
SPIM RLF AN R (IM) Feafifroag @ £ o &%) [~ #1% IM spam.
Spyware [HIZ&{ %

Spyware is software that secretly forwards information about a user's online

activities to third parties without the user's permission.

PRI o AP 1o RO ™ RSP I O Rk S 2 i) - 9
jiers -

SSLVPN U] Vs ¢ 4

An SSL VPN allows users to connect to the VPN devices using their Web
browsers. The SSL (Secure Sockets Layer) protocol or TLS (Transport Layer
Security) protocol is used to encrypt the traffic between the Web browser and the
SSL VPN device.

SSL VPN E_E'EEI t’ll’gl EI ?,?ﬁﬁlﬁﬂgﬁgﬁ ,EIPJ [ lg:_}% VPN %:EE” s z gzz&alﬁzg_JE;‘én‘%—z SSL
VPN SR VR U] SSL CRUHIET Vet HR0H TLS (Tt od) 5oy
Aﬂg—k o

Stealth Virus [ >T’rj

A virus that actively seeks to conceal itself from discovery or defends itself

against attempts to analyze or remove it.

H\%
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T

Third-party Mail Relay 7= ¥} RBE

A mail relay that configured in a manner that people from third-party, who are

not local users, can send email through this email server.
~ MR o 7 T A R A SRR ST Tl o AR 2

Threat ‘i&?y

A potential violation of security that may cause harm to an organisation and its

assets.
TIPSR % O L P ©
Time Bomb ;Eﬂﬁ"'iﬂ?]
A'logic bomb activated at a certain time or date.
5 T R e -
Timestamp Eﬂjfé?ﬁ%-ﬁi
A time mark or notation that indicates the date and the time of an action / event.

S P IR S RS * ) T M O R
7%'"’7‘ o

The Payment Card Industry (PCI) Data Security Standard (DSS) [ ] =¥ 8
Bl 2 )

The Payment Card Industry (PCI) Data Security Standard (DSS) is a standard
developed by PCI Standards Council to enhance payment account data security.
The standard consists of 12 core requirements, which include security
management, policies, procedures, network architecture, software design and

other critical measures.
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Payment Card Industry Data Security Standard (PCIDSS) fLf1 PCI 42 ﬁgfg%
(Standards Council ) Al ety ) o[ PR TeWRIFO b 8% - ARV 5 127
fefent ‘ljfplﬁ\i TR O A SRR ﬁﬁ’ﬁ?‘%ﬁ'ﬁ ’L"’E{F&'}ﬁﬁ °

Trojan Horse ’1?“1 HRTE

A software which pretends to provide legitimate function, but actually carries
malicious function exploiting legitimate authorisations of a person who invokes

the program.
AR TS » SO R O <
Trusted Third Party féiﬁﬂiﬁﬁl@ 9=

An independent third party that contributes to the trustworthiness of

computer-based information transfers.
PR PR St R R R 51
Two-factor Authentication 71@ F,Hag;

Two-factor authentication is an access control mechanism in which a successful
authentication would require the user to provide two of the following factors: (a)
something you know (e.g. password), (b) something you have (e.g. a smart card),
and (c) something you are (e.g. fingerprint).

%Elgiﬁgig #Lﬁ‘[]]&l U— FEi ’d»]t;[j\n e I]F—N]“ﬁ J,[nfsrﬁjiij/ f' E&*pﬁ:% (1)
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Variant @&

A modified version of a virus that is usually produced on purpose by a virus
author or by someone who modifies the original virus. Variants may be very
similar to their parent virus, or may be fairly different. Some are text variants,
which means that the only differences between them and their parent virus are in
internal program comments that are never displayed, or in text that is displayed
to the screen. Some are the result of small changes made to the original virus,
apparently to create a new virus which is not detected by certain anti-virus
programs. Some are the result of large changes, such as combining the spreading

part of one virus with the damage part of another.

T S A ﬂﬁ AEEY l‘ﬁﬁpwgn’f?vﬁ% ~ Bl - R R 2 ﬁ
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Virtual Private Network (VPN) H5iZ% % | 3ffag

Virtual Private Network (VPN) establishes a secure connection over un-trusted
network by using a technique called tunnelling, which encapsulates a message

packet within an IP (Internet Protocol) packet for transmission across a network.
HPREE °[ﬁ1 ¢ (Virutal Private Network, VPN ) 7 3" = i Hﬁfh e o HIP SRR e
= B2 Al AL ISR S ES (WD Ty 1P (5 5
AFHAS) W e
Virus ’F‘iﬁ?&}’ﬁ%

A computer virus is a block of executable code that would replicate itself by

attaching to other files or replacing another program.

PO 4 AT PO TS B LRI 0 P LR 1 -
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Virus Signature >’FJ§J Il

Specific strings of binary code in most viruses (except polymorphic ones) that
allow antivirus software to identify the virus. New viruses contain new

signatures, which is why it is essential to keep signature files up to date.

A (SRR 91 ) PSR SERIET 1 I AR
By o PR T PR I+ [P TR O 2 S -

Vishing ?F}IF*‘, e Fﬂ?‘iﬁl

Vishing is a type of phishing attack that targeted VoIP. It can be used by the
attacker to steal the identities or money of the victim.

S A 1 I ERRALF | VOIP it IR 8 « SB[ Fl v o3 * o
YIRS SR -

Vulnerability {5

A flaw or weakness in a system that could be exploited by intruders to violate the

security policy.
AR I FR BRI R B A
Vulnerability Scanner W%’?ﬁﬂﬁlﬁfﬁﬁﬁ'ﬁ

Vulnerability scanner is software that assesses security vulnerabilities in

networks or host systems and produces scan results.

IRl NG PO A L e AR (R e R L TR e o
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W

Web Application Firewall 5 H&" |25 ‘F}’ﬁf

According to the Web Application Security Consortium, a web application
firewall (WAF) is an intermediary device, sitting between a web-client and a web
server, analysing OSI Layer-7 messages for violations in the programmed

security policy.

FUBE Web Application Security Consortium (WASC) » il FIER |2k ’}";”%T ( WAF)
i_—‘ fE‘ jJ‘/\vFﬁ['l NET é‘l EE u‘ﬂ:l'vlﬁfj'l NET ]l:l qF[ﬁm I IE Fl J%:EE‘ lI ’ [l':t's'ﬂj T’Tﬁi‘ (0N a‘j‘u thﬁ_l]; I,'Fk[
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Web Defacement ;‘;ﬁfj_g'l [-Cls

Change of the content (usually the main page) of a website with some messages

by intruder or by virus.

SRR GRIRL P @ 0 R 2 sy L

Web Service Security (WS-Security) ﬁqﬁﬁ;ﬁﬁﬁﬁi’%fﬂ%

WS-Security is a specification by OASIS to provide message integrity and
confidentiality to web service.

ARLE S 4 RLETT OASIS HRLH ARSI KK I REA B A -
Wi-Fi Protected Access (WPA)

Wi-Fi Protected Access (WPA) is a wireless security protocol to fix known
security issues of WEP. WPA provides users with a high level of assurance that
their data will remain protected by using Temporal Key Integrity Protocol (TKIP)

for data encryption.

Wi-Fi Protected Access (WPA) kL&) WEP [ %ﬁfﬁu SEURL HI5S o WPA
S T R RIS (TKIP) 227
s 2
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Wi-Fi Protected Access 2 (WPA2)

Wi-Fi Protected Access 2 (WPA2) is a new wireless security protocol, based on
IEEE 802.111, in which only authorized users can access their wireless with the
features of supporting stronger cryptography (Advanced Encryption Standard
AES), stronger authentication control (Extensible Authentication Protocol EAP),
key management, replay attack protection and data integrity.

Wi-Fi Protected Access 2 (WPA2) FL{AEBLIEEE802.11i AZHE[UERSRT S84 S 55 >

P AR Y AR T PR VIR IR (R AERE AES )
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Wired Equivalent Privacy (WEP) ® Jnms“[ﬁ ‘f"-’fjﬁeﬁif

Wired Equivalent Privacy Protocol (WEP) is a basic security feature of IEEE
802.11 standard that was intended to provide confidentiality over a wireless
network by encrypting information sent over the network. After the
key-scheduling flaw was found in the WEP, it is now considered to be fully
broken because the WEP key can be cracked in minutes with the aid of

automated tools.

RIS (WEP) RL IEEE802.11 AEEVELA (b TPRe » | v 2GRl
FHRETETRLE o - JRE BUERTE o [T WEP SHRERY key—scheduling 2!
WLIEZL > WEP R p ol gl 2 S i -

Worm 8,

A worm is a program that spreads over network. Unlike a virus, worm does not

attach itself to a host program.

SR PRSI o SRV E T L PR 1 2 7
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X

XML Encryption [XML “[I§]

XML encryption is a specification developed by W3C that provides a process for
encrypting data and representing the result in XML.

XML “ihl W3C BEISEFOHIET  JH - (g osipEA | XML A5
AN o

XML Key Information Service Specification (X-KISS) [XML £ &=YF R4
#A]

X-KISS is a protocol developed by W3C to support the delegation by an
application to a service of the processing of key information associated with an

XML signature, XML encryption, or other usage.

X-KISS L W3C BSOS » L FETR | 53 v ] & Sy VImdiiiiy XML 3%
XML g - gy R .

XML Key Management Specification (XKMS) [XML f,{ﬁ”ﬁffﬁl’?ﬂﬁﬁ]

XKMS is a protocol developed by W3C which describes the public key
management for Web service. It defines a way to distribute and register public
keys used by the XML Signature and XML Encryption specifications. XKMS
comprises two sub-protocols: XML Key Registration Service Specification
(X-KRSS) and XML Key Information Service Specification (X-KISS).

XKMS fL W3C HIRO15 » 50" MBI MERAPRs » 0 ) A e
KRB » oy 2 B ALR ™ | XML A7 XML i T 4PA0 - XKMS
& fi SR i XML f,{ﬁﬁng'Jﬁﬁiﬁ%tﬂ £ ( Key Registration Service Specification,
X-KRSS ) #I XML & §fFera ﬁFj w54 g (Key Information Service Specification,

X-KISS) -

XML Key Registration Service Specification (X-KRSS) XML [& fﬁ?}{”ﬁﬁi‘%’%ﬁ
#]
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X-KRSS is a protocol developed by W3C to support the registration of a key pair
by a key pair holder, with the intent that the key pair subsequently is usable in
conjunction with the XML Key Information Service Specification or a Public
Key Infrastructure (PKI) such as X.509.

X-KRSS RL W3C RHSE[IOAHRS S E JERE) " RN » [ [P
FEE 2 XML & Sy VIR HEP s 01 X.509 (192 5L (PKD) i -

XML Signature [XML F5%{]

XML signature is a specification developed by W3C that provides a process for
XML digital signature processing.

XML &R W3C Bl v i > HiH -~ [aE XML B as i -

http://www.infosec.gov.hk Page 60 of 62



Glossary for Information Security Terms vl Gl A

N/A

http://www.infosec.gov.hk Page 61 of 62



Glossary for Information Security Terms vl Gl A
Z

Zero-day Attack FfIZ5E:

An attack exploiting a newly discovered vulnerability appears before the release

of the corresponding patch by the software vendor.

Il
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Zombie Computer (or Zombie) ’7'5%!—'-%%’3"?,

A computer attached to the Internet that has been compromised by intruder with
computer viruses or Trojan Horses and manipulated without the knowledge of
the computer owner. The computer is usually used to perform malicious attacks

such as denial of service attack under remote control.
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