EHLER - HRNE

g L RMARE

1. EERAREFRRREREE A UNIX Sk & A5 - BEERIUEE — R B 2

TRIERENZ SHTADG 15 BIANERSERATA AR BE AR ~ fmsrim ~ FOREGE 5 feRas ok
M * A EIEEZSGHuE (ARG > HIEIRIR “ATRETRIE" FRREAE R 2 iORE
H > W A R RS AT Sk ] 58 E’J{E@J BEA > M st R R AR Rl e
W PIRSRAEE - BIATHEE FE TP RS - BOFIMAREREIg6sL) / &
g RZ (TLS) AHECRIEMLGFIRARA I FREaE AR A A S s R E 5 lE -
AW RUE SRR R, W5 8 (I S B P -

JiE (IALJ/J\‘FTE@I LUhnsasgnh R iR as R4 -

IR HLFERI R L5 | > el iE kRl A -

o [ ERFAAENR AR TR R AR AR - R I “root”, “SYSTEM”
8¢ ” Administrator” 2 ¥H5E R REIRGR AT THELS RIS TR P -

o LERSHTIR SRR ARG E AR As A -

o [lEEEMECTELL AR A EUER G FH FRIEE » #1512 - sk ARk
IR AR A BEEE -

o EHGKFEREIRRUERE IR - e RN P 2SR E R AR AR AR
(HIDS) » DABGHE AT eSS s R SRERITE/ bR/ EUUE S - FEE B fn A Al R4t
HYE RIS - DA FEE FTRER AR AR 2B AR -

o ALk AR - BERE AN - BIAIRE RIS AR ~ IRz ~ H
PRASHEESE

o FHPABGE R R AR A AN A A -

o TEEATHEuLFER A PRI E R AR R o IR BRI R A -

o CEJIFISSLIE > iRl N - TERAINAEGE H > A RARIAE R B -

2. 1R LERRMER? (R P — iR R HE?

DU 2 A e R AT IR:
. B (XS9)
I VT
o EEREZET
o fubEiE Y422 (Insecure Direct Object Reference)
o ISHILEEDR{RE (CSRF)
o EATNENIAE B st
o AHRIERIRE AR AT E
o NLEWINNEEERET

http://www.infosec.gov.hk 1



g - R

eSS EEY
A IR HURLA A

DA 2 — e it ) P B PR R

3.

AN A SRR IS e A B AR T PR =

BRI H P AR e TR

FUFH AR A SR B

AN [F Ry e IR SRl e o A RO B AR AT S
TERATANBEAE F — M5 A ES - B2 Sl ci et B A& HE PR A S
RVAREE oy ol 0 e e SRV

HfERE SEBEMEHH R TR RN RSSO - BIAN A IR B T 5

LA N5 K e R o P s e p RS 2K e e s mpk
ANEREARTNA A T I 2edi 7 (plug-ins)

8 _EFE R RARRI R R IR E?

SRR RIS - AN R PR 22

WS HE FHRE SRR -

PREUR PR B AU RE B R -

TEF L ARISIETE - DURKRECE - B4 SQL # AZCEE - ESREULTE P ARAR
REAIRE AR TEME - DU AT I ~ [0 AR AISE AR -
BRI EAM AR E - SRS HTTP SRR ~ P Bl as2
% ~ cookie T2  FASMH BT E, -

{Efl s PRAFREUERT AR EE > DARETR & P il -

I & A U R EAE EURTHE SR caching Fffy ©

P TR -

AT s A A T P IR A

PR B - BT SQL F53H1 OS fi54 -

E AR AR - A E EIERIRE ST H Bs AR B2 (mapping)
TERS IS -

iR ET TR R AR

(i BB ARERE T DIHEERIRERSHE AR/ RMEK

PTG TR (threat modelling) -

s T SHET TRERS HE IR IR A -

TERIRFEE: > TR EBRET AL - DUEE BRI PR LA -

ST TR LT HIAEE

http://www.infosec.gov.hk 2



EHLER - HRNE

o FITERZOAIE - BUANEE SR « RATHIE ~ BIEEHIEL - AR -
o HTHRASREAIA A -

o fEFHFAMIEAEE ZATRL A EACRAUCE 21 DHT TR IR LT
o ENmATE IR A e -

o T TRRATZERIA > HErE AR U e BT -
o IR IERIRERDG NS -

4. BASNFINE EEAEARR - FRAENE R ERR R ER?
DU 224 _E i R A R L (i e Z B ) -

o SEEE R
o JHF BT R AMAREEY?
o FTHE TRURERSE S A B T AU IR (R L BOR?
o (RATREREE R HEAY - AR BRI T F S ?
o HMBREIHHHIE E TS OR L BUR?
o FEFRHE PR S AL ARCE RS (hard-coded) Y A A B 5L ?

o EAEORIEMNEA SRR EHEL?

R
o MR R T RIS R R LB AHET?

o TR R AN
o AR R P 2R

o BanEinE - AR EITE?
o BT AE TR R L POR?

o FEEHEHHEHIE AR AHETT?
o JERREFGEE OB AT B PTIRRAERIMER ~ BdudaEE?

SRR
o UAIEREREEAREHE?
o  ERUNUEO MG ERE RS PRI ?
o JERREARNCEMENNEhRr R HUIRRE?

http://www.infosec.gov.hk 3



EHLER - HRNE

o BRITTETINE O TAIRRRERAI?

o {EBREARFEMLAT - W F 5 - IR P MRITERH P i e S AR
TERAM ~ MEub ik de i RS R FR?

* EhBHBREHEAMEHES - BIEHER - EFRFEEFNIHETER?

WLEBRFHE UHE AN AR - — Yl R 2 BRI H A e R R HER%
PRERFFIRTE K - FUABRSMHIE G T B ARE -

Be4t - EAPULAERRAEE = T EF R BEERS - JERE G E R LR - DR
G B EFARHCE 2/ RS AR BR O 22 b -

5 fHEER—IEEEE?

ore At AT S EEEARRERE SR - NS IRABERTRPY ~ (REEEHIR Y S A S A
WY o EERHTIE I REINEEINERE - S TR R T B - EHE T E R - AT
{E— i FLAREEE s shE AL PIN FUREEE - JEfA SMS W23 « LR ERaE -
INPHENSRETEEE  AVIRH GRS © BT AR Rk ] DAERE TREAERE S h e -

6. BREAUTHREE TR BMHALZERIEE REAT?
FHEMSEBEA B HE T 2 2 TR T RERE AR AR P AT TSR R G R - fn] $E]

ATHRATERAE PRAE /KRR HER PR 2 BORERA -

7. RARSFEARSYREZRREE? HERRELRRIRZERE?

EBRH R EE ZE& 7 B 47 (guest operating systems)#H{EA 55— {1 E BEHRIE R
iz b H—EE PR E R R s - SR 2 - 0T > HEEEIR
AT 1% - BB EEENITE > PR R BT AR R B -

SRS > B A RO L AN R R I R 2 T A R B T B 55 5
R AEREBHE L1 o ANFIERARATREIN 3 BE R AR IR R SRR IS - A eI
B RES M RZE o B R HERE AR (VM) L BRI HORERETS N AT BEA BIfiA RS {18
b 5 59— (i AV MIEHETTRE (/5 RS > EIIEL » SRR KOs BE T VMIZ IR 22 5 -
PRI > BT AT RS R B s

PR 2 R RE B A T R T 2 MR R & S BB E R AR I 2 B s - ARHET T (S

http://www.infosec.gov.hk 4



EHLER - HRNE

fEAVE B ~ SR ER LN - AP TR A AR B AT THE EARAT R PR R M TR K

i -

8.  ARBEUTEBMEIRAKB R F?
T SRS R A Ui F P B L FE RS R H AR B AT

‘Italian job' HEAEIER
2007 4 6 H » A ABEEHE—TERESS - K eSS AFIBUEs, » 22
L e A — RISy HTML “iFRAME”HE » #1228 % S A 5 5 —(E4g
> IR JavaScript B R HEE I - LGRSk T EL (keylogger) FTRH&GH
AR T#HREZE (Trojan downloader program) » LAFEHEAFEAE & 745 vl LAfE S OE %

RN -

MySpace Phish / Drive-by (%
2007 4% 6 H - #EHHEE {E MySpace {f#l A ZHAE AL E7ESR (Phishing) Ak
#& > MySpace A F = G RS & 22 B8] MySpace {li A fE 2/ EH IR > £
B JavaScript [ B e A SRS BT A SRR, o SEE
Internet Explorer i o — (i H R EHEHE bot & “flux bot” » Bz kE
B A AR b SR AR Al i An R 1 ' FEBRAS -

ESHALE X RiERE (XSS”)

15 2005 510 H > Samy JR R EE W FIAE MySpace 11 XSS A > HrTDL F{EAZ
JEYLTY XSS BRI MySpace AR E L > Rk - & HAKEERERY MySpace
FF 228 Samy FUE A Y - B sra Mgl E a8 A Samy BAIL
A AR S S S AAE 2 > LAl P 228 Samy BOE (52 G
F P AAE 220 > Samy Ji a5k i) DA R B HUPR AL - E I - i3 — 1 #{E MySpace
EIRNIEPN - S VO

FoAthscg

{5850 (Phishing) mJ Gt & TAEZ# (social engineering attack) » SRS
li] 5 [3575 D R HOMEAS B S T A A E B HuE R EBRAESES - B4 eBay » B ALY
ERTTRIMENS o A S (S A BRSSO - 11 2004 412 H > #85E
Santy.A J& FH#K{: phpBB i & iksla - H A ANFERtmil 5 1P BIAZHE - i
i Google =5 [SACE U= AT E PRI B - HIYEZE 1 phpBB
MEEEE RSN -3

http://www.infosec.gov.hk 5



