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Introduction ofi HIKIDNRY4JKJIR(e

0 HKDNR is an operating arm of HKIRC inj.hk
domain administration.

0 HKDNR is a registry and a registrar (combinatioen
model) for .hk domain administration

0 165,324 .hk domain registrations asat 30/ JuRr200s

0 HKIRC set up since 2002. The first phishing
domain was reported in Sept: 2006;

HKIRC
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CB TVPES Gl K DOIENES

" comnk /2 il B | ocal commercial entities
m Local Entities managing network
— Infrastructure and services
oo Local Non-profit making
org.nk / Nk

Local Educational institutions

HKSAR governmental bodies

Hong Kong ID cardholders

Organizations and individuals

from both local and overseas
(No documentary proofs are required)



What are PhRishinglandsSpeaVveldi-Aiis

(Source: http://en.wikipedia.org)

O

Definitions

Phishing is an attempt to criminally and firfaud
acquire sensitive information, such as Userne

links to their websites: (typic rIJJ/ SILES ouroor RO
some commercial product): el inksiaypicall i Ean ;'EQ ]
porn and poker sites. e g
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m Figure of PRrshiing ancd SpaigiVvelddAdie

on .hk domains 1in 2007
Report of Spamvertizing

Report of Phishing

No. of .hk domain
reported for
Phishing

Jan 2007 2

No. of .hk domain
reported for
Spamvertizing

Feb 2007 21

Mar 2007 95

Apr 2007

May 2007

Jun 2007

Jul 2007

Aug 2007

Sep 2007

Oct 2007

Nov 2007

Dec 2007

Jan 2007 35
Feb 2007 66
Mar 2007 105
Apr 2007 643
May 2007 1046
Jun 2007 1326
Jul 2007 1552 + 8321*
Aug 2007 71
Sep 2007 20 14
Oct 2007 299 b
Nov 2007 9 §
Dec 2007 33
us HKDNT]
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‘D Phishing and SpamyveriZngrenmiiadbYiieiigs

Spamvertizing

@ oo

Phishing




Control Measures

Action in Feb 2007 and Before
Already amended registration agreement. Verified
phishing domains were suspended on the same day
(we worked on report from HK Police Force only)

reported reported
for for
Phishing spamverti
(domain) zing
(domain)

7

Dec 2006

Action in Mar and Apr 2007
1) HKCERT helped develop guideline to verify
phishing domains. Identification of phishing
domains became faster.

Jan 2007 35

Feb 2007 66

Mar 2007

Action in Jun and Jul 2007
1) Restrict to accept only VBV / secure code
ready credit cards
2) OFTA provides daily spamvertized list.
>7,000 domains were suspended in Jul
(completed on 20 Jul 07)

Apr 2007

May 2007

Jun 2007

Jul 2007

Action in Aug 2007

1) Daily monitoring of new registration with
suspicious payment and registration
pattern e.g. used lost card to settle

payment etc.
2) Article posted on spamtracker.eu for our
fighting against phishing and
spamvertizin
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Aug 2007 294 71

Sep 2007

Oct 2007

Nov 2007

Dec 2007




Month

Control Measures

reported reported
for for
Phishing spamverti
(domain) sing
(domain)

Jan 2008

10

Feb 2008

1

Mar 2008

Apr 2008

May 2008

Jun 2008

*F

Never-ending Battlel

IS IS a

Action 1n Jan to Mar 2008
1) Increase frequency of domain suspension i.e.
from 2 times to 3 times a day

2) Not accept credit cards that were used for
phishing /7 spamvertizing domains to use
again

Mar 2008

Request documentary proofs for some new
suspicious registration (including 2LD)

Apr to Jun 2008
After we request documentary proofs for suspicous
application, we rec’d only a few reported
cases. The reported spamvertising cases
from Mar to Jun and the reported phishing
case in June were false reports. In short,
only 3 phishing domains were found.

alse Reports
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m Process of VenrficatonpiantdsSuSeEisiorg

Ch | Report by Law Daily
annels abuse@hkdnr.hk Enf Agencies and Spamvertized
" HKCERT Domain List

Verification
Process

Evidence not
sufficient

Send notice to domain

holder and suspend
Domain service

Suspicious
Cancel domain J./J,(./.LLI
registration . X
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Ohjection Handingg

We have an objection handling procedure in place tehandle
objections for domain suspension due te phishing|ox
spamvertizing.

The opponent has to provide at least theid n"r]"r / ',Jroof :lnrl

employee and fraudster: I.e. decisien ro e CHVALE clomrlm ”j_,j
Involves at least 2 stafif: i different teamss

Vi
AL

HHON

1  RESTRICTED-NO COPYING

2t hiy
ks fidu.hq\ com.hhk Drg.hlﬁ NEt.NhALDOWED Edu.hk idv.



CB Common Difficulties; EacEeENVADGIIEI
Registries/ReqistiaisSiaigEi ey,
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Common Difficulties Faced by = What to be done by HKDNR
Domain Registries/Registrars

(B RDIoN (o) Mg EV/RVGISIRIEEROAVEIFIAAY -« HKCERT and OFTA offered help in

if the reported domain is a establishing our own verificaton

Al allle WA O pa)V/el gik4=le o [olap =l 1s guideline for phishing and
spamvertizing

< Closely monitor the registration
pattern by phisher (give us more
confidence to take action)

<+ Have Objection Procedure in place

2) Have no right to cancel » amend registration agreement so as
phishing domain to give more flexibility and right to
take action

CHMReleRnlP[elalololanlEllgNRsls i gziilelst | < will be flexible to set barrier for a
barrier will hinder the use of period of time when it is at CRISIS
domains Level
b
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Registrars Wit CEERAISHATIENEEVY,

Enforcement Agencies
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Collaboeration i Dol REWISIIIESIV
Registrars, WIth CERIIST 2 E N EEWY.
Enforcement Agencies

O

Domain Registries / Registrars have a paiit: to)play/ e
fight against phishing / spamvertizing in the battle
field.

Law Enforcement Agencies provideipiormationrucil
Registries / Registrars: may net be alle to
Investigate on its own e.g. BOINEIF caserete -’MMJ

Registries / Registrars provideregistraon ;L¥%:= .‘.4:

Information that helpsiinVvestigaieRsHayARE, v

Enfercement Agencies JJJJM
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e \Way EeRwWale

- Like the real world, the @ybelr\N@rle has both good and
bad people. Criminals will not disappear overnight.

- Cyber-criminals are well organized, sophisticated and
technically verry competent. They are always looking
for new ways to conduct phishing and spamvertizing
which escape notice of law-enforcement agencies and
anti-cybercrime organizations. This is a NEVER
ENDING BATTLE!

- Internet users have to be always on alert and conduct
their online transactions with care.

- Public welcome to rep@rft on phishing/spamvertising
using ‘.hk’ domains

> Phone: 852 2319 1313
> Email: abuse@hkdnr.hk
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